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PREFACE R .

‘While terrorism has been with us for cehturies, the destructive power and global reach of
modern terrorism is unprecedented. The entire world witnessed the attacks of
September 11, 2001, but most of the attacks and attempted attacks since then-have

. shown 9/11 to be an anomaly rather than the standard pattern for terrorism in the
homeland. ' R ' ‘ o

s that the tools for conducting
refore intention becomes
Is. This study isan

%o an attack or'attempted.

If the post-September 11" world iz
serious terrorist attacks are bggom
an increasingly important fa

- attempt to look at how that in
attack using real world case s
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ifes have been ’

Sought to attack their
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"_’%Iitﬂe,’if any criminal

xMay 2007, against Fort -

merging threat.

- While thie threat from oversg
_against cities in Europe,-Ca

" conceptualized and planned

- country of residence: The gid
‘had “unremarkable” jobs,#3ag
_history. The recently thwalted
‘Dix in New Jersey, only und ar:

Jest that drives
dping effective counter-
; PD and. the City of New
. York." As one of the country’s #3'0 I e@ﬁ et of numerous terrorist plots
since the 1990’s, New York City continue Lo ¢ the one of the top targets of terrorists
worldwide. Consequently, the NYPD places’a priority on understanding what drives and
~ defines the radicalization process. o ' : ‘

_ Understanding this trend afid
“unremarkable” people to beco

" The aim of this report is to assist policymakers and law enforcement officials, both in
- Washington and throughout the country, by providing a thorough understanding of the
kind of threat we face domestically. It also seeks-to contribute to the debate among. ‘
intelligence and law enforcement agencies on how best to counter this emerging threat -
. by better understanding what constitutes the radicalization process.. : o

- Raymond W. Kelly-

" Police Commissioner of te City of New York .
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'EXECU'FIVE SUMMARY - _

The NYPD’s understandmg of the threat from Islamic-based terrorism to New York City
has evolved since September 11,2001. While the threat from overseas remains;
terrorist attacks or thwarted plots agamst cities in Europe, Australia and Canada since
. 2001 fita dlfferent paradigm. ‘Rather than being directed from al-Qaeda abroad, these
- plots have been conceptualized and planned by “unremarkable” local residents/citizens
who sought to attack their country of residence, utmzmg al-Qaeda as their msprratlon

~and |deologrcal reference ponnt
' "Some of these cases lnclude.

Madrid's March 2004 attack
Amsterdam’s Hofstad Group

‘London’s July’ 2005 attack
“Australia’s Operation Pendennrs (Wthh thwarted an attack(s) in November 2005)' i

The Toronto 18 Case (Wthh thwarted an attack in June 2006)

) Where once we would have deflned the mltral md:cator of the threat at the pornt where a .. -

- terrorist or group of terrorists would actually plan an attack, we have now shifted our
- focus to a much earlier point—a:point where we believe the potential terrorist or group of
terrorists begin and progress. through a process of radicalization. - The culmlnatron of this

process isa terronst attack

- Understandxng thrs trend and the radlcahzatlon process in the West that drrves

* . “unremarkable” people to become terrorists is vital for developing effective counter-

~ strategies and has specral importance for the NYPD and the City of New York. Asone
of the country’s iconic.symbols and the target of numerous terrorist plots since the .
1990’s, New York City contlnues to be among the top targets of terrorlsts worldwrde

In order to test whether the same framework for understanding radlcahzatron abroad
applied within the United States, we analyzed three U.S. homegrown terrorism cases
: and two New York City based cases: i

— Lackawana New York e
’Portland Oregon L
orthern Vtrglma
New York City - Herald Square Subway
{_‘New York Clty The Al Muhajlroun Two

o V-The same radlcallzatlon framework was apphed toa study of the ongms of the Hamburg"_'_-;'

cluster of individuals, who led the September 11 hijackers. - This assessment, almost six e
'years after 2001, provrdes some new insights, previously not fully-grasped by the law.

o .enforcement and mtelhgence commumty lnto the ongrns of this devastatmg attack
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 RADICALIZATION | .

_ ldeology ’ :
~ Jihadist or jihadi-Salafi ldeology is the driver that motlvates young men and women, born-

or living.in-the West, to carry out “autonomous jihad” via acts of terrorism against their
host countries. Itgundes movements, ldentmes the issues, drives recruitment and is the -

basrs for actlon

. ThIS ldeology has served as the inspiration for numerous homegrown groups
~ including the Madrid March 2004 bombers, Amsterdam’s Hofstad Group,
- London’s July 2005 bombers, the Australians arrested as part of Operation
' Pendenms in late 2005 and the Toronto 18 arrested in June 2006

'Process v ’ ' :
-~ An @ssessment of the vanous reported models of radlcallzatron Ieads to the conclusron

: that the radlcallzatlon process is composed of four dlstlnct phases

 Stage 1: Pre-Radicalization

‘e Stage 2: Self-Identification
« Stage 3: Indoctrination
s . Stage 4: Jihadi.'zatlon '
o Each of these phases is unique and has specific sngnatures : :
o Al individuals who begln this process do not' necessanly pass through all the‘
_ - stages . ' o
~ o -Many stop or abandon thls process at dn‘ferent pomts
o Although this model is sequential, mdxvnduals do not always follow a perfectlyff C
linear progression .~ o
‘0. - Individuals who do pass through this entire process are qurte lrkely to be
. involved i in the plannrng or lmplementatlon of a terrorist act
PHASES OF RADICALIZATION

_,PRE-RADICALIZATION Pre- Radrcallzatlon is the point of origin for. lndlwduals before E
i»"_.vthey begm thrs progression. . Itis their life situation: before they were exposed to and
i-Salafi Istam as théir own Ideology PR RN

hlstory

'v »"SELF IDENTIFICATION Self—ldenttflcatlon is the phase where Indlwduals mﬂuenced

S by both internal and. extérnal factors, begin to explore Salafi Islam, gradually gravxtate

“away from their old identity and begin to associate themselves with like-minded

: j .tyof the mdwrduals mvolved in. these plots began as unremarkable 'j‘ o _
: they had “ordlnary’ jObS had lived ordmaryf llves and had Irttle if any cnmlnal oo

| '.-_'mdlwduals and. adopt this ideology: as their own. The catalyst for this rellglous seekmg o -
is a:cognitive opening, or crisis, which shakes one's. certitude in prewously held bellefs .
o and opens an deVIduaI to be receptlve to new worldvrews : ‘
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There can be many types of triggers that can setve as the catalyst including:

Economic (losing a job, blocked mobility) .

Social (alienation, discrimination, racism — real or perceived)
* Political {international conflicts involving Muslims)

Personal (death in the close family)

~ INDOCTRINATION. Indoctrination is-the phase in which an individual progressively
_intensifies his befiefs, wholly adopts jinadi-Salafi ideology and concludes, without -

question, that the conditions and circumstances exist where action is required to support -
and further the cause. That action is militant jihad. This phase is typically facilitated and - :

driven by a “spiritual ssanctioner”.

« While the initial self-identification process may be an individual act, as noted.
' above, association with like-minded people-is an important factor as the process
‘deepens.* By the indoctrination phase this self-selecting group becomes
increasingly important as.radical views are encouraged and reinforced. -

JIHADIZATION. Jihadization is the phase in which members of the cluster-accept their

individual duty to participate in jihad and self-designate themselves as holy-warriors or - .

- mujahedeen.. Ultimately, the group will begin operational planning for the jinad or a
terrorist attack. These “acts in furtherance” will include planning, preparation and
execution: B - DREEI

« While the other phases of radicéli’zétioh»rvnay-take-pléce gradually, over twoto.
three years, this jihadization component can be a very rapid pro;:ess, taking-only -

- afew months, or even weeks to run its course.
FINDINGS
« Al-Qaeda has providéd the inspiration for homegrown radi_czilizé_aﬁoh and

terrorism; direct command and control by al-Qaeda has been the exception,. : :
rthan ”'-‘rule"ampng'the”ca"se_studie_s; reviewed in.this study. - G

he

e The four stz ac tion process, each with its distinct set of SRR
'+ indicators and‘signatures, are clearly evident in each of the hearly one dozen . =~
- terrorist-related case studies reviewed in this report. - B SRR

The four stages: of the radicaliz

o f_ld-'épité of:thé'-.di"ffér'éhf;':és"ih' both citcumstances ahd"environmént‘in'ga@;h’df: S
"_;‘the.casves,;,the‘re"is a'lﬁemavr‘kable;consiStencyv_in the behaviors and trajectory '
. of each of the plots across all the stages. .- S .

"o This consistency provides atool for predictabiliy.

. Thetransnatlonalphenomenonofradlcallzatlon in the West i's“lﬁaryg'ély'éfunlc'tighi':'
- of the people.and the environment.in which they live. Much different from the L
Israeli-Palestinian equation, the transformation of a Western-based individual o~ -

‘a terrorist is-not triggered by oppression, suffering, revenge, or desperation.
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¢ Rather,itisa phendmenon‘ that occurs because the individual is looking for gn
identity and a cause and unfortunately, often finds them in the extremist Islam.,

e Thereis no useful prOﬁle’ to assist law enforcement or intAellige'nce»to predict who
will follow this trajectory of radicalization. Rather, the individuals who take this -
course begin as “unremarkable” from various walks of life.

« Europe’s failure to integrate the 2™ and 3" generation of its immigrants into
society, both economically and socially, has left many young Muslims tom .
- between the secular West and their religious heritage. This inner conflict makes .
them especially vulnerable to extremism—the radical views, philosophy, and
rhetoric that is highly advertised and becoming more and more fashionable

~among young Muslims in the West."
. Muslims-riﬁ_thé U.S. are more resistant, but not immune to the radical message. -

o  Despite the economic opportunities in the United States, the powerful
gravitational pull of individuals’ religious roots and identity ‘sometimes
supersedes the assimilating nature of American society which includes
pursuit-of a professional career, financial stability and material comforts..

"« Thejihadist ideology combines the extreme and minority interpretation [jihadi--
*  Salafi] of Islam with an-activist-like, commitment or responsibility to solve global .
- political grievances through violence. -Ultimately, the jinadist envisions aworldin
" which jihadi-Salafi:Islam is.dominant and is the basis of government. - SR

o  This ideology is proliferating in Western democracies at a logarithmic rate:”
The Internet, certain Salafi-based NGO's {non-governmental . o
organizations), extremist sermons /study groups, Salafi literature, jihadi
videotapes, extremist - sponsored trips to radical madrassas and militant
training camps abroad have served as “extremist incubators” foryoung,.
susceptible Muslims -- especially ones living in diaspo'ra‘cpmr‘nunities-ih the

C West. . v -

I the Self-Identiication phase, the Intemet provides the wandering mind of -
the conflicted young Muslim or potential convert with direct accessto. .

. unfiltered radical and extremist ideology. . .

o It éls’o"fser_\'/;,_e'é‘a_’s_ ari»-ar_'idnquu'é' Viftuél_ me:e'lt:ihg-’pléce—'-a place where -
virtual_g__rqupfs{of-likeeminded’an{d»'co,n‘ﬂicted individuals can meet, form- Sl
virtual relationships and discuss and share the jihadi-Salafi message they : -

have encountered. -~ -

- ideology, they-begin-interpreting the world from this newly-formed context.

Cloaked with-a veil of objectivity, the Internet allows the aspiring jihadist to. =
view ;he__wo'rld_anc_j-g‘lqbal,conf_ﬁc’:ts through this extremist lens, further- .

o During the triad'c‘;’t_'rinvét'ic)n phasewhen individuals adopt this virﬁléht'-
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- = reinforcing the objectlves and polltlcal arguments of the jihadi- -Salafi
agenda

o Inthe thadlzatlon phase when an individual commits to jihad, the Internet
serves as an enabler—providing broad access to.an array of lnformatlon on
targets their vulnerabllltres and the destgn of weapons

. lndavnduals generally appear to begm the radlcallzatlon process on their own.
Invariably, as they progress through the stages of radicalization they seek lrke-
minded individuals. This leads to the creation of groups or clusters. These. -
clusters appear almost essential to progressmg 1o the Jrhadlzatlon stage—the

- crifical stage that leadsto a terrorrst act

o “Group thlnk” is one of the most powerful catalysts for leadlng a group o
actually committing a terrorist act. It acts as a force- -multiplier for radical
thought while creating a competmve environment amongst the group
members for bemg the most radical. :

e ‘.Although there are many groups or clusters of mdrvuduals that are on the path of :
" radicalization, each group needs certain archetypes to evolve from justbeinga
“bunch of guys" to an operatlonal terrorist cell. All eleven case studles had:

o A “spmtual sanctloner” who provrdes the justmcatlon for ;rhad———a
justmcatlon that is especrally essential for the suicide terrorist. In some
~ cases the sanctroner was the nucleus around Wthh the cluster- formed

o An operatronal leader" who is essentlal as the group decrdes to. conduct a
terrorist act--organizing,. controlhng and keepmg the group focused and its -

motivation high. -

» The full radlcallzatnon of a Western individual, or groups of individuals, does'not
always result in the.committing of-a terrorist act in the West. Many fully--
radicalized individuals have first looked to conduct thad by becommg

: mu;ahedeen and flghtmg in confhcts overseas '

E -{j_'The lmage of the herorc holy wamor or mu1ahedeen has been widely - .
‘marketed.on the'Internet-as well as in jihadi tapes and videos:. This: lmage’ O
o ontinties fo resonate among young, especrally ‘Muslim, men 15-35 years-'f}-.' =
- old“men who ' are most vulnerable to visions of henor, bravery and

v fsacnftce for what rs percelved as a noble cause. .

o _Among those lndlvrduals who travel abroad m search of jlhad some end up -
.. -as mu;ahedeen and-fight in foreign lands; some are re-directed to commit .
- acts in the West, often in therr country of origin,.while others give upand
return home because they can t endure the tramrng or have a change of

. heart
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o - For those groups of homegrown radicalized mdrvxduals who do not seek
]Ihad abroad, the dedication and commitment of their leader to jihad is often
the main factor in determlmng whether the group wrll commit a terrorist act

or not.

Although the 9/11 attack wnth its’ overseas ongms is more of an exceptlon in
terms of how terrorist plots have been launched since the destruction of the Twin
Towers, it has probably been the most important factor in proliferating the
‘process of radicalization, ‘especially in the West. More importantly, 9/11
- established the current trend of committing an act in the name of global jihad as -
"’ a natural culmination of full radlcallzatlon and the ultlmate responsmlllty for the

,fully radlcallzed jihadist.

o. APnor to 9/11 the: entlre radlcallzatlon process moved ata much slower rate.. .
’ There was no direct- Ilnk to jihad, other than to become a mujahedeen.”
‘Aspiring thadlsts would travel to-Afghanistan without any idea that they
. could become actual terrorists. .Now, there is no Ionger any illusion asto-
,what the adoptlon of phadl Salafl ldeology means. -

o. - The radlcallzatlon process is acceleratlng ln terms of how long it takes and .
" the individuals are continuing to get younger. Moreover; with the higher
: nsks associated with heading down this pathway, individuals will seek to:
- conceal their actions earlier, makmg mtelllgence and law enforcement s jOb

L even more drfflcult

K lt is useful fo. thlnk of the radlcallzatlon process in terms ofa funnel Entenng the
process does not mean-one will progress through all four stages and become a
terrorist. However, it also does not mean:that if one doesn’t become a terrorist; -
‘he or she is no fonger a threat.: Indlwduals who have been radicalized butare
“not jihadists may serve as mentors and agents-of influence to those who might

become the terrorists of tomorrow

e -The subtle and non- crlmmal nature of the behav:ors involved in, the process of
radicalization makes it difficult to identify or even monitor from a law enforcement
standpomt Taken in isolation, individual behaviors can be seen as:inriocuous;

lgmflcance becomes ‘more, 1mportant Consrdenng the sequencmg “of these -
“behaviors.and the need to-identify those entering this process at- the earliest:- ,
”possrble stage makes intelligence the critical tool in helplng to thwart an attack or{ -
S even prevent the plannlng of future plots. v - S ‘

- however; when:seen: as part of the: contmuum of the: radlcallzatlon process, thelr R
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_ "O_U_TSID_E EXPERT'S VIEW: Brian Michael Jenkins,
- Senior Adyisor to'the President of the Rand Corporation

The United States and its allies have achieved undeniable success in degrading the operational” -
capabilities of the jihadist terrorist enterprise responsible for the September 11, 2001 attacks, and
" | numerous subsequent te(rdrist' operations since then However, we have not dented their '
-determination, prevented their communications, or blunted their message.- We have not

diminished their capacity to incite, halted the process of radicalization, or impeded the recruitment

' that supports.the jihadist enterprise. Indeed, recent infelligence estimates concede that “activists
identifying themselves as jihadists are increasing in both number and geographic dispersion.” As-.

"a consequence, “the operational threat from self-radicalized cells will grow in importance to U.S.

' counterterrorism efforts, particularly abroad, but also in the Homeland: As the Department of

Homeland Security’s Chief Intelligence Officer testified in March 2007, “radicalization will continue

- to expand within the United States over the long term.”™ - ' o '

| This study examines the trajectories of radicalization that produced operational terrorist cells in' .

- -| Madrid, Amsterdam, London, Sydney and Toronto fo construct an analytical framework that

tracks jihadist recruits from pre-radicalization to self-identification to indoctrination to jihadization--

| -acycle that ends with capture or-death. it then compares this madel with the-trajectories of’ o
radicalization.observed in.conspiracies within the United States including the jihadist clustersin = |.

‘ Lackawanna, Northerf Virginia, Portland, Oregon, New York City, and astly with the Hamburg.

cell responsible for the attack on-9/11.

| Although there have been informative analyses of the paths to violent jihad in individual countries,
1 this is the most comprehensive review across national boundaries, including.the terrorist. -
| conspiracies uncovered in the United States. The resulting model! will undoubtédly become the-
basis for chpariéon with additional cases as they are revealed in future attacks or arrests.

The utility of the NYPD model, however, goes beyond analysis. It will inform the training of
intelligence analysts and law enforcement personnel engaged in counterterrorist missions. it will
{ allow us to identify similarities and differences, and changes in patterns over time. It will assist
_prosecutors and courts in the verydifficult task of deciding when the boundary between a bunch

of guys sharing violent fantasies and a terrorist cell determined to.go operational has. been-
.| crossed. Above all; by identifying key junctions in the journey to terrorist jihad, it should help in

- the formutation of effective and appropriate strategies aimed at peeling potential recruits away

1 from a dangerous and.destructive course..

sque where aradical Imam preaches; in.informal congregations and prayer groups—some of "-|.
rhich are-clandestine—in schools, in prisons, onthe Internet. .~ . vt 0

* | Self-radicalization may begin the day that an individual seeks out jihadist websites. In the
- - | physical world when would-be jihadists seek support among local jihadist mentors and like- - :
1 minded fanatics. This-is'_th‘e'groijp,that;currently poses the biggest danger to.the West. ltisthe = |-

|"focus of the present monograph. .~
.| As the NYPD shows, self-radicalization was often the norm, even before the worldwide
-crackdown on al'Qaeda and its jihadist allies forced them to decentralizé and disperse. Those -
| who arrived at jitiadist fraining camps, like members-of the Hambuirg cell, were already” =
- | radicalized: Atthe camps, they-bonded through shared beliefs and hardships, underwent = :
-+ |-advanced training, and'gairied combat experience; some were selected by al Qaeda’s planners -
- | for'specific terrorist operations. ' IR e T S

dint outs; becoiring & ihadistis a gradual, mul-step process thatcantake . - |*
en'years; although’since 9/11 the pace has accelerated.” The journey may beginina 1 -
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Short of preparing for a specific attack, it is hard to. define the exact point at which one becomes a
jihadist: Internalization of jihadist ideology? Bonding with brothers at a jihadist retreat?
Downloading jihadist literature or bomb-making instructions from the Internet? ‘
‘Fantasizing .about terrorist operations? Reconnoitering potential targets? Going to Pakistan?

| Signing a contract to pray for the jihadists, collect money on their behalf, or support terrorist
operations? Taking an oath of loyalty to Osama bin Laden? The legal definition is broad.

*Neither imported nor homegrown tefrorism is new in the United States. A homegrown conspiracy |
| (albeit with foreign assistance) was responsible for the 1993 bombing of the World Trade Center. | -

Another homegrown conspiracy carriéd-out the devastating 1995 bombing in Oklahoma City. The
United. States, over the years, has successfully suppressed these groups through domestic
-intelligence collection and law enforcement. : L S

Since 9/11, U.S. authorities have uncovered a number of alleged individual terrorists and terrorist
| rings, including clusters in Lackawanna, Northern Virginia, New Jersey, Portland, New. York City, -

and Lodi‘and Torrance, California. These arrests, along with intelligence operations, indicate that |
radicalization and recruiting are taking place in the United States, but there is no evidence of a -
significant cohort of terrorist operatives. We therefore worry most about terrorist attacks by very - I
| small conspiracies or individuals, which nonetheless could be equivalent to the London subway .
bombings or a jihadist version of the 1995 Oklahoma City bombing. - - o

| This suggests that efforts should be made to enhance the intelligence capabilities of local police,
who through community policing, routiné criminal investigations, or dedicated intelligence -
operations may be best positioned to uncover future terrorist plots. Of these, continued’ - °
intelligence operations are the-mostimportant. Radicalization makes littie. noise.. It borders on
| areas protected by the First and Fourth Amendments. It takes place over allong period of time. It'| -
{ therefore does not lend itself to a traditional criminal investigations approach. .~ . =~

.| The absence of significant terrorist attacks or even advanced terrorist plots in the United States

| siace 9/11 is good news that canniot-entirely be explained by increased intelligence and. '
heightened security. It suggests America’s Muslim population may be less susceptible than.
| Europe’s Muslim population, if not entirely immune to jihadist ideology; indeed, countervailing
voices may exist within the American Muslim community. A recent survey-of Muslim Americans
| by the Pew Research Center supports this thesis. The.vast majority of American Muslims reject.
“al Qaeda’s violent extremism; although younger Muslims are more accepting of violence inthe
| defense of Islam. Conversely, it may merely indicate that the American Muslim population-has not
yet been expd_sed to the degree or variety of radicalization that its European counterparts have
"been exposed to, and it.requires not majorities, but only handfuls to carry out terrorist aftacks. - -

T

here standable pressure v-énforcement to intervene before terrorist attacks occur.. f
 Protecting:society against destruction; andif possible; diverting Vulnerable young men from-. ~ =
“destrictive and'self-destructive paths are vital and legitimate tasks. Doing so,:without trampling ~ -
 otar freedoms, requires greater understanding of the process that leads to terrorism.. NYPD has
| drawnthemap.. "o oo T T T ST
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| OUTSIDE EXPERT’S VIEW: Alain Ba_uer, ‘ v ' -
- Criminologist at the Sorbonne- University

Criminologists do not arrest nor do they judge criminals. They try to understand how they -work,
“how their goals are evolving, how their modus operandi changes. Itis rare to see a police force
_ | able to adapt to the threat, to-move from defense to pre-emption, to try to avoid the attack rather
- | than just arresting the perpetrators afterwards *This is what the NYPD has done after healmg

| from the. 9/11 shock

e The NYPD-is- not only fighting . crime and' te'rrorlsm It examines clues and evidence worldwide to |
.| understand what is going on and to detect, as early as possible, what is-going to be a threat for
- New York City, the citizens of the Umted States of Amenca and democracies all over the-world.

| The NYPD has learned how to detect rmported terrorists, new converts and homegrown
_ operators Based on NYPD knowledge and my own fi indings, we may hrghltght some drscovenes; N

- Slnce September 11th 2001 phadtsts compnsrng around 70 natronalltres have been
captured in some .one -hundred countries around the world and jihadi money has.been
frozen in 130 countries worldwide. As a result of this global war, the “battlefield” has -
stretched across more than two-dozen countries, including Afghanistan, Egypt, .
Indonesia, Iraq, Kenya, Pakistan, Saudl Arabia, Spam Tanzania, Tumsra Turkey, the

UK, the United States and Yemen

- Terrorrsm is now the central secunty concern tor our governments It may even be sard
- that terrorism has become war.-However, this all-pervasive terrorism has itself undergone |,
a significant mutation.. ‘The state terronsm of the. Cold War, whether polrtrcal or '

- |deologrcal has almost drsappeared

- Civilians, cities, corporatlons and the populahon atlarge— erl be mcreasrngly affected
_ as they were by the attacks of 9/11 and by the anthrax scares that same year; ‘

. vNew terronsts have emerged Today, the real menace is hybnd groups that are opportunrstrc and ﬁ
| capable of rapid transformation — and-are not: really organizations at all, as the West generally
uses the term. They do not have-solid, rigid'structures. On the contrary, they are fluid, liquid, or
even.volatile. Al-Qaeda is not: an orgamzatron like the {RA or the Basque ETA. We'must look at:
" and think about the terrorism as a continuum. There is a real phenomenon of commumcatmg

n vessels between the dlfferent players

formatlon socrety” produce senous dlagnoses or rs rt ’ ;'

| When» lt comes to threats ’can th ‘

A Experts in the threats' and dangers ‘of today's world ‘on elther snde of the Atlantrc are not workmg e

“fina vacuum. We live‘in a society whose major-characteristics are rot partlcularly coriducive to the'-f .

S tasks of defense and security. Dnvrng while looking.in the rear-view mirror only, preparing war- -

2| ‘while only checking the'last one with no idea on. what's going on, is a sure way for disaster. We
7 [call it the “Maginot: Line Syndrome The concrete one failed during the last World War when -
S Adolph Hltlers army srmply went around 1t The Electromc one collapsed on September 1 1th

N We need to be able to move' out of the culture of reactlon retrospect and compllatron Only in. -
* | -this way-can we arrive at the stage of-forward thrnklng and enable. early detectlon of the threats

SN and dangers of the modern world our modern world

e _ 5 ,ThlS study is the NYPD’s contnbutron to '(hlS essentlal process
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THE THREAT < .

© The NYPD'’s understanding of the threat from Islamic-based terrorism to New York City
‘has evolved since September 11, 2001.  Where once we would have defined the initial
indicator of the threat at the point where a terrorist or group of terrorists would actually
plan an attack, we have now shifted our focus to a much earlier point—a point where we
believe the potential terrorist or group of terrorists begin and progress through a process
of radicalization.” The culmination of this process is a terrorist attack. '

- The September 11 plot was conceptualized, manned, and funded by al-Qaeda’s
leadership in Afghanistan. -Because the attack originated abroad, it fit and furthered the

* pre-existing understanding of Islamist terrorism as being a threat from outside our

. "bor.dersf N . o '

" In the immediate aftermath of September 11, the United States military and law
o -,e,nf(')rcément captured, killed, or scattered much of al-Qaeda’s core leadership—

" eliminating its sanctuary and training camps in Afghanistan.- As a result, the threat from
the central core of al-Qaeda was significantly diminished. - '

- However, as al-Qaeda’s -Central core of leaders, operatives, and'foot»'sol_die_ré shrunk, its
. philosophy of global jihad spread worldwide at an exponential rate via radical Internet
~‘websites and chat rooms, extremist videotapes and literature, radical speeches by
. extremist imams—often creating a radical subculture within the more vulnerable Muslim_
" diaspora communities. This post-September 11 wave of militant ideological influences .

. underpins radicalization in the West and is what we define as the homegrown threat.

s 'ii'{»Mtl)réc.)v'er_, m the yéérs_ since 2001, the aﬁaCké 6f;’-Septérﬁber 11 stand out as both the
- hallmark al-Qaeda attack as well as the singular exception. Bali [2002], Casablanca

[2003], Madrid [2004], and London [2005] all fit a different paradigm. ‘- The individuals -

~ who conducted the attacks were for the most part all citizens or residents of the states in

~which the attacks occurred. Although a few may have received training in al-Qaeda
- camips, the great majority did not. While al-Qaeda claimed responsibility for each attack

 after the fact;, these attacks were not under the command and control of al-Qaeda

~ central, nor were they specifically funded by al-Qaeda central. Rather, they were

“+‘conducted by local al-Qaeda inspired affi

utilized al-Qaeda as their ideological inspiration.:. = -

iow believe that itis:critical to- identify:the al-Qaeda inspired threat atthe point-
‘where radicalization: beginis. -This radicalization may or may not take placein the same -

. town, city, or cotintry‘as their terrorist target.. For example, the pilots wholedthe
. September 11 hijackers were radicalized in Germany, but attacked targets in the United. .

| '»‘”St_ates.'j Conversely, London’s July 7 bombers were radicalized:in the U.K. and attacked.

~-’targets in the U.K. Consequently, the point of origin of the development of a terrorist.is-
- “really the location where the radicalization takes place.- . o o

liate organizations or by local reside_hté/citizehé-, )
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METHODOLOGY
'- This study provides a conceptual framework for understanding the 'p‘rocess‘t)f _
“radicalization in the West." This framework is derived from a comparative case study of
- | five prominent homegrown groups/plots around the world which resulted in either

| terrorist attacks or thwarted plots. The cases include Madrid’s 3/11/04 attack,

- Amsterdam’s Hofstad Group; the London-Leeds 7/7/05 attack, Australia’s Operation L
{ Pendennis which thwarted an attack(s) in November 2005 and Canada’s Toronto. 18

'C'aSe,‘ which thwarted an attackin June'2006.

| in researching these case studies, the NYPD dispatch'ed.detect'ivés' and analysts to
-meet with law enforcement, intelligence officials and academics at each of these

| focations to enhance our understanding the. specifics of these events as well as the
phenomenon of homegrown radicalization.~ o Co

- Based.on this effort, we have been able ‘to_lidentify;'commqn pathways and
: ‘charaCter’is_tics', among these otherwise different groups and plo_ts. ’

| To test whether the framework that we derived from.this effort applied within the United

.| States, we analyzed three post-September 11.U.S. homegrown terrorism cases.

| (Lackawana, New York, Portland, Oregon and Northern Virginia) as well as two New .

- 1| York City cases (34" Street/Herald Square and the radicalization of two al-Muhajiroun
‘i members).” . I TV T :

| Lastly, we applied the framework to the Hamburg cluster of individuals who led the’

'| September-11 hijackers. This assessment, almost six years after.the attacks, provides
‘some new insights into the origins of this devastating attack that were not previously

fully-grasped by the law enforcement and intelligence community. :
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 RADICALIZATION: WESTERNSTYLE -

_ Terrorism is the ultimate consequence- of the radicalization process. In the example of
~ the homegrown threat, local residents or citizens gradually adopt an extremist -
“religious/political ideology hostile to the West, which legitimizes terrorism as a tool to

- . affect societal change. This ideology is fed and nurtured with a variety of extremist

influences. Internalizing this extreme belief system as one’s own is-radicalization.

The progression of searching, finding, adopting, nurturing, and developing this exireme -
. belief system to the point where it acts as a catalyst for a terrorist act definesthe
~process of radicalization.-Only through an in-depth-understanding and-appreciation of
the societal and behavioral indicators that define the various stages of this-process can

- intelligence and law enforcement agericies array themselves properly.against this threat. -

" Although the process of radicalization is not unique to the West, the scope of this study
will be limited to the Western paradigm—focused on highlighting the indicators and
‘signatures that define how populations, many who are more vulnerable to the militant.

- Islamic message become radicalized while living under the influence of Western culture

‘and values. = -

“Radicalization'in the West often starts with individuals who are frustrated with their lives. -
" or with the politics of their home -governments. These individuals ultimately seek other
- like-minded individuals and form'a loose-knit group or social network. Together, they
*'progress through a series of events, realizations, and experiences that often culminate in
~ ~ the decision to commit a terrorist act. That-said, not all individuals or groups who begin
- this progression end up as terrorists. Different pathways, catalysts and.exposure to.. ' -
" extremist:nodes affect their progress. Individuals may drop out or stop moving along this

_pathway for a-variety of reasons.

" ‘Some key factors in determining how this process advances are determined by social
© and behavioral dynamics of small groups as well as the amount of time that the group or
- " group member is-exposed to the various nodes or incubators of extremism.- These
incubators are often embedded in legitimate institutions, businesses, clubs, and of

course, in the virtual world of the Internet (see Text Box p.20).

Radicalizatior! in thé West s, first and foremost, drivenby:

lihadi-Salafi [deology. What motivates young men and women, born ot living.in -

' the'West, to carry out “autonomous jihad” via acts.of terrorism ‘against their host

"% cotintries? The answer is ideology. Ideology is the bedrock and.catalystfor. =~ -
" radicalization. It defines the conflict, guides movemients, identifies the issues, .

2" drives recruitment, and is-the basis for action.. In many cases, ideology also-
- determines target selection and informs what will be.done and how it will be

- carredout.

The religious/political ideology responsible for driving this radicalization process -

. is'called jihadist or jihadi-Salafiideology and it hds served as the inspiration for .
-+ all or 'nearly all of the homegrown groups including the Madrid 2004 bombers, the. -
.. Hofstad Group, London’s7/7 bombers, the Australians arrested as part of - '
* - Operation Pendennis in 2005 and the Toronto 1 8, arrested in June 2006.
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o - The Religious Dimension. Jihadi-Salafi ideology is but one stream of the
" broader Salafi movement. The general goal of this Sunni revivalist
interpretation of Islam, is to create a “pure” society that applies a literal
reading of the Quran and adheres to the social practices that prevailed at
the time of 7" century Arabia. ' ' '

-Implementation of sharia law and replacement of the system of nation
‘states with.d worldwide Caliphate are the ultimate political aims. While -
other _S_al_aﬁ:curtentsencou_rage non-violent missionary or political.

“activities to.achieve these religious/political goals, jihadi-Salafis utilize

endorsements of respected scholars of Islam to show that their aims and’

violent means are religiously justified. ' ’

=. . Contemporary, Saudi (Wahhabi) scholars have provided the
religious legitimacy for many of the arguments promoted by the -

- jihadists.! | - I
'« - Extreme.intolerance and hostility towards unbelievers, including
~ Jews, Christians, Hindus and Shiites, is a core doctrine provided
- by Wahhabi religious thought. [t providesthe primary theological

' foundation for jinadi-Salafi causes and reduces the barriers to

. violence.- o : o

- “o." The Political Dimension. The political aspect of jihadi-Salafi ideology is
~heavily underpinned by the work of Sayyid Quib, an Egyptian author,
Islamist, and the leading intellectual of the Muslim Brotherhood in the
1950's and-1960’s. He believed that Islam was under attack from the
‘West and divided the world into the Muslim and the .non-Muslim.” To
Qutb; democracy challenged the sovereignty of God’s divine law and
should be resisted. Moreover, he also; contended that militant jihad had
to be used to attack-institutions and societies in order to everthrow non-
" Islamic governments and to bring about a “pure” Istamic society. - .
o The Appeal.. For many Muslims in the West, especially those of the
- sécond.and third generation.who are seeking to learn about their Muslim
Heritage, ths Salafi interpretation is the version of Islam they are most. -
widely:exposed:to.- It has'become more mainstream and is proliferated. -
ithin diaspora communities. - This interpretation of Islam isnotthe: =
+ Gultural Istam of their parents or their home countries. . I

_‘The personal search for.one’s own Muslim identity often dovetails with the-
" desire ta find an appropriate Islamic response to-the palitical crises - ’
. involving Muslims worldwide. Complex disputes fike the Arab-Israeli~
" conflict and: Kashmir are diluted into one large conflict between “believers” -
- and “non-bélievers™., This powerful and simple “one-size fits.all”.
. ~philosophy resonates with the younger diaspora Muslim populations in ..
. the West who are often politically naive. This powerful narrative provides
- "evidence of an across-the-board plan to.undermine and humiliate tslam
7 worldwide: - B
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- As Muslims in.the West seek to determme their appropnate response-{o
~-this percelved “war on Islam” many look for guidance for action from their
- religion. The jihadi-Salafi lnterpretanon paves a path to terrorism by its
" doctrines, which suggest that violence is a viable and legitimate means to
- defend Islam: from percelved enemies, even if means attacking one’s own
government and/or sacnf:cnng your own life. '
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THE RADICALIZATION PROCESS -
The radicalizétion' process is composed of four distinct phaées:

« Stage 1: Pre-Radicalization
. Stage 2: Self-Identification.
- e Stage 3: Indoctrination

« Stage 4: Jihadization

Each of bt'he»se phases is unique- and has specific signatures associated with it. Al

individuals who begin this process do not necessarily pass through all the stages and
many; in fact, stop or abandon this process at different points. Moreover, although. this

- modelis sequential, individuals do not-always follow a perfectly linear progression.
" However, individuals who do pass through this entire process are quite likely to be

" involved in a terrorist act.

ATTACK

| Jihadization .

| Indoctrination

Selfidentification

~ . Pre-Radicalization
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Radicalization Incubators

.| Critically |mportant to the process of radrcalrzatlon are the dn‘ferent venues that provide -
| the extremist fodder or fuel for radicalizing—venues, to Wthh we refer to as '
radlcalrzatron mcubators

| These lncubators serve as radrcahzrng agents for those who have chosen to pursue
radlcahzatlon They become their pit stops, “hangouts,” and meeting places.. Generally

| these locations, which together comprise the radical subculture of a community, are rife

‘with extremist rhetoric.  Though the locations can be mosques, more likely incubators

include cafes, cab driver hangouts, flophouses, prisons, student associations, non-

: jgovernmental organizations, hookah (water pipe) bars, butcher shops and book stores.

_|' While it is difficult to predict who will radicalize, these nodes are likely ptaces where like-
_ mrnded mdrvrduals wrll congregate as they move through the radlcalrzatlon process

The lnternet wrth its thousands of extremrst websrtes and chat—rooms isa. vrrtual
incubator of its own. ' In fact, many of the extremists began their- radical conversion while
researching or just surfing in the cyber world. (For. further drscussron of the role of the

Internet -—See TextBox on p. 37 )
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RADICALIZATION IN THE WEST: FIVE FOREIGN CASES -

TORONTO: JUNE 2006
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STAGE 1: P_RE-RADICALIZATI.O_N. Pre-Radicalization describes an individual’s -
world—nhis or her pedigree, lifestyle, religion, social status, neighborhood, and :
education—just prior to the start of their journey down the path of radicalization.

o Déspite‘the.'absence'ora psychological profile of ba'_likely candidate for ‘radiéalizatidn,‘ :
- there is commonality among a variety of demographic, social, and psychological factors = -
- -that: make individuals more vulne"rable to the radical message. For example: - :

~e  The Environment. The demographic make-up of a country, state, city, or town
plays:a significant role in providing the fertile ground for the introduction and
growth of the radicalization process." Enclaves-of ethnic populations that are
-~ largely Muslim often-serve as “ideological sanctuaries” for the seeds of radical
“thought. Moreover, the greater the purity and isolation-of these ethnic o »
communities, the more vulnerable they are to be pénetrated by extremism--under ..
the guise that it represents a purer, more devout form of Islam. - o -

~ Living within and as part of a diaspora provides anincreased sense of
isolation and-a desire to bond with others of the same culture and religion.

" Within diaspora Muslim communities in the West, thereisa certain.
tolerance for the existence of the extrernist subculture that enables
radicalization. For the individual, radicalization generally takes place in an
atmosphere where others are being radicalized as well.

)

« The Candidates. Individuals, who are dtiracted to radical thought, usually live,
“work, play, and pray within these enclaves of ethnic, Muslim communities——

- communities that are dominated by Middle Eastern; North African, and South
- Asian cultures. Their gender, age; family’s social status, stage in life as welt as

- psychiological factors all affect vulnerability for radicalization. -

Fifteen to thirty-five yéar—o_ld male Muslims Whoiliv_e'ir.i male-dominated
societies are particularly vuinerable. These individuals are at an age where
they often are seeking to identify who they really dre while trying to find the

* “meaning of life”. This age groyp is usually very action-oriented. B

o]

- Middie class families and students appear to provide the most fertile ground
“for the seeds of radicalization A rangé:of socioeconomicand™ .-+~ CE

“psychological factors have.been associated with those who have chosen to -
* radicalize.to include the bored andlor frustrated, successful college -~
“students, the unemployed, the second and third-generation, new

immigrants, petty criminals, and prison parolees.” .-

. Invariably, these individuals seek other like-minded individuals and often forma. -
-~ loose- knit group; cluster, or network. ‘Commonalities among these individuals’
" age, residence, school; interests, personality, and ethnicity are critical in
" determining who becomes a rmember of a particular group or cluster. As Dr.
.- Marc Sageman, a former CIA case officer and author-of ‘Understanding Terrorist
¢ Networks,noted, - o o Tl e Gl

. "There's feally no profile, just similar trajectories to joining the jinad and that
. most of these men were upwardly and geographically mobile. They came
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- from moderately religious, caring, middle-class families. They're skilled in
computer technology. They spoke three, four, five, six languages including
three predominant Western languages: German, French and English.” (Al
Qaeda Today: The New Face of Globat Jihad, PBS.org) o '

 The various local residents and citizens of each of the five Western-based plots, which
we have used as case studies, shared many of the commonalities which define the pre-
radicalization stage such as: L ‘ ' ' :
‘o . Male Muslims'
o Whilé:womenlaré increasingly becbmin‘g’vinvdlvéd with'jihadi ‘g,rdu_pé‘;,t.o." :
date, Western-based radicalized women have primarily acted in a support
‘role - : : _
e Under the age of 35
« Local residents anidAcitiz'ens' of.WesvterAn liberal democracies
« Varied ethnic backgr'ouhdé but often are»sec»dhd_ or third génerationof their home
country.: ' S _ _ S
- Middle class backgrounds; not economically destitute
'« Educated; at least high"s'chbqillgradua_tes,"i_f-_not,'uhiversi_ty students
"« Recent converts to Islam are particularly vulnerable - -
Do not begin as radical or even devout Muslims
e “Unremérkable” — having “ordinary” lives and_'jobs

e Little, if any, criminal history

tticular, & review of the each of these five cases we examined reveals common
Is and-instanc s of these pre-radicalization signatur es—signatures depictedin  ~
“the 'ﬁeqple.;-in'levgd"ir_j-_the}actu'al;,'plots;rdrf’ig their-surrounding environment. ‘For. -

MADRID(2004 Attack) OnMarch 11“‘2004,agroupof young Islamic extremists.
- .conducted a series of coordinated bombings against the Cercanias (Commuter-train)

. system'of Madrid, Spain, killing 191:people and wounding 2,050.- Although more than.
. 100-people have been investigated in.connection 6 the bombings, 29 have been -

A ‘charged with participating. in the terrorist attack and of the 29, six have been charged :
- “with:191 counts of murder and 1,755 counts of attempted murder. . AU
" . TheEnwronmentClosetoGOOOOOMushms 'Ali‘ve*ibn' Spam w1ththemajonty .
S v originating from northern AfriCa'_s:Maghreb__cou'n_tries,i'r_n'ostly;Mdrocco,_floc‘,ated __
.0+ . just 15 kilometers:across the Straight of Gibraltar. Most of those living there
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-today came during the 1980s. Their numbers grew in the 1990s as they tookjobs
in Spain's growing agricultural, construction, hospitality and service industry.
Currently, there is a growing second generation of teenagers of North Afncan
origins who are now 16—17 years old.

The majorrty of the Madnd terronsts lived in the same or in adjacent
neighborhoods within the city fimits of Madrid. The areas in which Madrid’s .
- Muslims live are quite diverse, with Castilians and other nationalities, such as the
" 'Dominicans, co- habltmg within a Morocéan diaspora populatlon This multi-.
ethnic-environment, in general, has facilitated the assimilation of these
nationalities into Spanlsh culture. Yet, it was from this milieu that the Madrid.

- bombers emerged

e The Candldates The Madnd terronsts were pnmanly composed of 1St :
i generatlon North African Muslim-men, approximately 30 years old and: younger :
~who fell.on both ends of the 'spectrum of life-success.. Some were drug dealers,

- part-time workers and drifting students. Many of them had criminal records in
'.Spaln for drug trafflckmg and other. petty crimes. Others were students, who
-were doing well in'school and appeared to have promising futures. The Spanrsh

- authorities never lmagrned that a group of petty drug traffickers and untversnty

- ‘students were capable of plannmg such a massive attack:

o Jamal Ahmldan a Moroccan consrdered the operatronal planner was sald to
- have been happrly lntegrated in Spanish society. His Spanrsh friends rncluded
. women who sported crop tops, tattoos and. piercings.? Ahmidanhad -
immigrated to Spain in'the 1990’s and became the head of an.ecstasy and .
hashish network that was run by close family members- based inboth -

* Morocco and- Spam

o Mohamed and Rachld Ouland Akcha were also part of this drug network

o Jamal Zougam was, born in Tangier, Morocco and had lived in Spam since.
- 1983. He and his half-brother Mohammed Chaoui had opened up their own
~'mobile phone shop. Jamal Zougam was described as handsome, likable and :
~-. " .one of the more popular youths among the Moroccan community: hvmg in: B
. Madrid. He: enjoyed alcohol, women and dISCOS and seemed to be perfectly .
: ‘lntegrated mto Spanrsh somety S Ty AR

o o Sarhane ben Abdelmajld Fakhet was a promlsmg Tunrsran scholarshrp
- recipient, who had cometo Spain to study. economics:at Aitonomous:
, Unlversrty of Madnd and who ultlmately was. consrdered an rdeologrcal leader_ _

- of the cell.”

e .Roommates Basel Ghayoun (Syna) and Anghar Fouad el Morabrt (Algerla)
BT were also forelgn untversrty students Ilvmg in Spam L

AMSTERDAM (Hofstad Group) The Hofstad Group was a group of young men who
.were intent on conducting.an attack in the Netherlands and considered a variety of . =
targets and plots tncludlng terronst attacks on the Dutch Parhament and agamst several o
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~ strategic targets such as the national airport and a nuclear reactor. The group also had
the intention 1o assassinate several members of government and parliament. In o
‘November 2004, Mohammad Bouyeri,.a member of the Hofstad Group, murdered Theo
Van Gogh, nearly decapitating him, execution style. This triggered a series of arrests of
most members of the group. - ' o .

‘e - The Environment. The Dutch Muslim community is primarily comprised of two
major nationalities — approximately 350,000 individuals of Turkish origin and
300,000 individuals of Moroccan descent. The Moroccan community resides
primarily in Dutch cities and has had more difficulty integrating into Dutch society:
and culture. S ' : L :

. This community traces its roc)tsfih.the'NetherIands- back to the 1960's when -
many immigrated for economic reasons, arriving as temporary guest workers.

o More than 90% of the Moroccan population came from Berber heritage'and
“were not well educated. According to the Dutch, 2" generation Moroccans
are five to six times more likely to be involved in crime than other Dutch’
citizens. S : ‘ '

‘e The Candidates. The Hofstad Group was a cluster of mostly young Dutch
Muslims from North African-ancestry. The group was made up of young Muslim
males, between the ages of 18 and 28; typically but not necessarily of the second

_generation as well as a small group of converts. S : o

o Mbha.mm"ed' Bouyeri was born m .Wles‘t.Amste_rdér‘h', the son of Moroccan
. immigrants. He was described as a cooperative and promising second -
~generation immigrant in Holland by some péople knew him in;:1t,thisfs_ta’ge.G

= He attended a loce{l polytechnic to 's-tudy. acCouhti'ng,ahdv infor_rﬁaﬁon
technology, but reportedly spent a lot of his time “on the streets”; He had
a reputation for a quick temper and he was arrested for-assaulting a’
police officer with a knife.” - ’ . o
o Jason W-alter'_s,ibo'rn'jh__ 1985; was the son of an American soldier based in the :
" “Netherlands and a Dutch wortian. He converted to lslam as ateenager. © .- :
o lsmait Akhnikh, 21, borr'in Amsterdam to a Moroccan family, who was unruly
. -asateenage student; was sent to Syria by his fa‘mily;_folr_:,r'el_igiousiedq_c:atio'n
- before he found e_mp!Oyment inthe Nether_la_nds in the hi-tech industry:® o

" Nouredine EI Fatmi, of Berber descent, was bom in a poor Morocaan village
-" and immigrated to Spain at age 15'before coming to the Netherlands.

.. LONDON (July 2005 Attack) The July 7, 2005 London transit bombings-were a'series -
*- . of coordinated bomb blasts that hit London's public transport system during thé morning -~
. .rush hour. At8:50 AM, three bombs ‘exploded within fifty. séconds of each other onthree
-~ London Underground trains. ‘Afourth bomb exploded on a bus nearly an hour later in )

- Tavistock ‘Square. The bombings killed 52 commuters and the four suicide bombers,
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injured 700 and caused a severe day—long disruption ot the city’s transport lnfrastructure
countrywrde _ _

The Enwronment The United Klngdom has a Muslim populatron of close to two -
" million, of which half live in London. Approximately 66% of this populatlon is. -
South Asian (Pakistan, India, and Bangladesh) More specifically, in the
Bradford/Leeds area, more than 10% of this populatron is of Kashmiri descent.

" Much of the population in northern England immigrated to the U.K: in the 1960’s
~and 1970's to work in the textrle mdustry, which has now fallen on hard times.

The Candldates Three of the four bomber --Mohammed Srddlque Khan '

Shehzad Tanweer, and Hasib Hussain--were second generatlon British crtlzens
of Pakistani descent from the towns of Beeston and Dewsbury, in northern
England. All three grew up near Leeds, about 180 miles north of London.

"Germaine Lindsey, a fourth bomber, was 1% generation Jamaican from

Bucklnghamshlre UK——a county adjacent to.the crty of Leeds

To many who knew them, all four were described as being well mtegrated mto
British society. All four'had a Westernized, and unremarkable backgrounds with
secular upbringings..None were educated in Islamic-based schools like
madrasas; rather, they attended state schools and pursued modern studles

. Three of the bombers came from well-to- do famllles

"o Mohammad Srddlque Khan was d family man. He was. mamed a father and ,

worked as a teaching. assistant with young ‘children—a job he held since .
 2002. He studied business at Leeds Metropolitan University, from 1998- -
2001. Following graduation, he’ worked for the Benefits Agency and the

Department of Trade and lndustry

-Asa teenager Mohammad Siddique Khan shook off. hlS Paklstanl-
Muslim identity and presented himself as a Westernrzed young man
going by the nickname “Sid".* - o

o) Shehzad Tanweer graduated from Leeds Metropolitan Unlversxty majored in
-sports science; specrallzmg in cricket and ju-jitsu. Having come from.a hard

T _,workrn 'and prosperous famrly ; Tanweer had an estate worth $200 000 and

: o '}:HaSlb Hussarn an rntrovert was the youngest of four chrldren Desprtea :

.good: attendance record, he dropped out of secondary school in'2003.
Hussain was lnvolved wuth sports playmg both soceer and cncket for local -

. teams

o ;One bomber was a convert to Islam Germalne Llndsay, ]9 was a

~Jamaican-born Bntrsh resident who converted to Islam in 2000, and marned a
white convert: He was described as-a bright child, successful academrcally at’

“schodl, artistic, musically inclined, and good at sports. Lindsay’ spent his .. .

b teenage years close to Leeds |n Huddersfleld West Yorkshrre




~The New York City Police Department .- , | ' , Page27

MELBOURNE/SYDNEY (Operation Pendennis) On November 9, 2005 Australian..
police raided properties in Melbourne and Sydney, .arresting 17 men and seizing bomb-
making materials as well as maps of Casselden Place, the Melbourne headquarters of
the Departments of. Forelgn Affalrs and Trade and lmmrgratnon

Although the. target set for this group was never definitively determmed the Melbourne
‘suspects had filmed the Australian Stock Exchange and Flinders Street Station,
- "Melbourne’s landmark central train exchange. In addition, members of the Sydney

- cluster were arrested in 2004 surveiling the Lucas Heights nuclear power plant and were

o flrearms and theft charge -

: 'reported to have targeted the Sydney Opera House and the Sydney Harbor Bndge

-The Enwronment Australia has approximately 340, 000 Musllms and they
comprise 1.6 percent of its population of 21 millior. This Muslim community is
relatively new in Australia as Australia’s policy ‘of absorblng significant ‘numbers
of refugees from war torn regions of the world played a-role.in the establishment:

- of this-community. Slgnlflcant numbers of Lebanese refugees, escaping the civil
.war that ravaged Lebanon during the 1970’s and 1980’s, settled in Australia.

Many second generation Australian citizens from this Lebanese diaspora _

“population work as tradesman and lrve in the larger cutres of Sydney and

Melbourne

The Candldates There were two clusters of men one in Melbourne and one in

-Sydney. - Virtually all were male Muslims between the ages of 18 and 28, who
- were either citizens or long time residents of Australia. At least seven of the
Melbourne suspects were second’ generation Australians, the children of

Lebanese immigrants who had grown up somewhat secular and had only began .-
practlcxng lslam 18 months before thetr arrest.’ 12, -

Though a few were students most were tradesmen and laborers mcludlng

- plumbers and painters. Several had minor crlmlnal records

o. Aiman Joud, was born,in..-Austr_alla to Leb__anese,parents.- One'of eight
children, he fived with his parents and worked as a site project manager for
the family business, Joud lnvestments Prevrously, he had been convrcted of -

> Abdulla Merhl 20 'a Lebanese from Melbourne worked as an apprentlce )
'-ij_..electrrcran R S S _ :

o F Hany Taha 31 and lzzydeen Atlk 25 had prevrous pollce records for mmor

cnmes _

o Fadal Sayadr 25 a Lebanese from Melbourne was newly mamed and

'- reportedly worked as'a plumber or concrete ‘worker. He had recently been
: convrcted on mlnor charges relatmg to-an attempted theft

o Omar Baladjam 28, wasa former chlld actor from a popular televrsnon show '

" ‘who-had starred in Australia Broadcasting Company s WlldSlde and Home
and Away on TV and ran a palntlng busmess ‘ D

o) __Shane Kent 28 was a convert to lslam
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o Amer Haddara 26, another of the Lebanese from Melbourne had earned a
_computer scnence degree at umversrty and was worklng in a personnel
recruitment frrm .

VTORONTO (T oronto 18 Plot) On'dune 2- 3 -2006; pohce and securlty agencres in -
... Ontario, Canada carried out a series of counter-terrorism raids in the Greater Toronto
. Area that resulted inthe arrest-of 17 individuals. Canadian authorities believe thatthe .-
~ men had been planning large-scale terrorist attacks, which included detonating truck -
bombs in at least two locations in Toronto, opening gunﬁre in a crowded public area, and
beheadmg Canadian. Prime Minister Stephen Harper. . ltis alleged that the group also
" had'plans to storm/attack various buildings such as the Canadian Broadcastlng Center
~ the Canadian’ Parlrament the Canadlan Secret lntelllgence Headquarters and the CN

v Tower

’ ’_- The Enwronment The Musllm communlty of 250 OOO in Toronto represents
approxrmately 5% of the overall population. [t hasa 'significant proportion of -
_doctors, accountants, businessmen.and-other professionals among this:.
- .population. 37% percent of this community has South Asian (e.g. lndla Pakistan
) and Bangladesh) origins and twenty four percent are Mrddle Eastern

* The Candldates The Toronto plotters consrsted of 18 people almost all of them
in their teens or early 20s. The-group orlglnated from two separate clusters— '
. Mississauga, a suburb of Toronto and Scarborough a neighiborhood in Toronto.
-~ Accounts from family and friends- ‘of the' plotters suggest that most lf not all, were
,z“well-lntegrated” into Canadlan socrety : : R : _

o ~Fahim Ahmad, Zakalra Amara and Saad Khalld core members of the group,
were friends.in Meadowvale Secondary Schoolin MlSSlssauga They were
- known to have become more- strldent in therr faith as they grew older

o . Steven Vlkash Chand was a Canadian Army Reservnst Prior to convertlng to-
Islam from Hinduism, in approx:mately 2002 he was known to. have enjoyed

E musxc 'dancmg and basketball' :

__;-ff,plotters Jahmaal James and Amin: Mohammad Durranr had not practrced
- _.‘lslam untll they started the radlcalrzatlon process _ :

Most of th other plotters ‘were not'known. to‘be partlcularlyprous Two of theif_' S
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| ARCHETYPES: “The Convert”

Steven Vikash Chand AKA Abdul Shakur |

: Conven‘s have pla yed a promlnent role in the
majority of terrorist case studies and tend to be the .
most zealous members of groups. Their need fo
prove their rellglous convictions to their ‘companions
often makes them the most aggressive.

Conversion also tends to drive a wedge between

‘the convert and his family, making the rad/callzmg
‘group h/s surrogate fam/ly

Steven Chandj,-'age‘25, was-born in Canada to

Hindu parents from Fiji. In some ways, Chand was"
- considered relatively well- -integrated, serving in the -
| Canadian military from June 2000 and until April
2004 It was at some point dunng this period that he converted to lslam

Chand was descnbed as mlld-mannered and easxly mﬂuenced Some speculate that his 1

alienation from mainstream Canadian society and conversion to-Islam was related to his, -
, parents dlvorce——an event that further drstanced h!m from hlS famlly S

Chand began attendmg the Salaheddm lslamlc Center a known radlcal mosque led by :
fundamentalist imam’Aly Hindy. He soon went from seeklng answers to providing them.
| _Chand began speriding two or three days a week outside public schools handing out - |
‘extremist hterature and seekmg converts among school age chl!dren h :

1 As the ptot progressed it was Chand who suggested the most unhke!y of the group s
plans beheading the ane Mmlster Stephen Harper. ' :

Other promment converts among the case studles in this report mclude the Walters
" | brothers- (Nethertands) Shane Kent: (Australla) Germaine Lmdsey (UK). and Randall .-

elfullah Chapman Hammad Abdur—Raheem and Donald Yo

’Surratt (Northern Vlrglma) SRR
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_. STAGE 2:-SELF-| DENTIFICATlON This stage, which is largely influenced by both
_ rnternal and external factors, marks the point where the individual begins to explore
~ -Salafi Islam, while slowly migrating away from their former identity—an identity that now
- is re-defined by Salafi philosophy, ldeology, and values. . The: catalyst for this “religious
- seeking” is often a cognitive event, or crisis, which challenges one’s certitude in .
previously held bellefs openlng the lndlwdual s mrnd to a new perceptlon or view of the

world 18

- lndrvrduals most vulnérable to expenencmg thls phase-are often those whoareata -
crossroad in life—those who are trying to establish an identity, or a direction, while:
seeking approval-and validation for the path taken Some of the crises that can Jump—

start thlS phase include:

e Economic (losmg a jOb blocked moblllty)

. “Social (alienation, discrimination, racism = real or percelved)

¢ Political (international conflicts involving Muslims) - -

. Personal (death in the close family) .

Polltlcal and personal confllcts are.often the cause of this ldentlty crisis. A pohtlcal crisis -
is sometimes brought about by some of the “moral shock” tactics used by extremists’in
* spewing out political messages, arguments, and associated atrocities-that hlghllght '
some particular political grievance that Islam- has with the West, or with one’s own -
government. These messages are usually prollferated via llterature speeches TV
_ 'websntes chatrooms vudeotapes or other media.. Lo

-Chronic exposure to these extremlst polrtlcal campalgns (e g. confllcts of Musllms in_
Afghanistan, Bosnia, Chechnya, Kashmir, Israel/Palestinians and Iraq) may initiate -
feelings of moral outrage. This outrage, which usually resonates louder with Musllms

- who are ‘already experiencing an identity crisis, leads them in a sense to-become “born-
again” —a “religious” renewal that all too often is shaped by a radlcal lnterpretatlon of

what it means to be a Musllm inanon- Musllm somety : o

A personal crisis such as the death ofa famlly member a parolee s search for a new
direction in life, a turn to reltgron as ameans to dealing with life crises and ,
. dlsappomtment or for: atonmg for. past transgressions, and loneliness are-all examples :off o
" personal confllcts wrth'whlch 'many of these Western based terronsts st ' ggled 20~ '

""The key lnfluences during this phase of confllct and rellglous seeklng lncludes trusted o
“social networks made up of fnends and famlly, rellglous leaders llterature and the '
lnternet " : : - , , AR

: leen the hlgh volume popularlty, and almost “faddlsh” nature of the extremlst agenda _
- “an individual who. goes searching for answers will mvarlably be exposed toa plethora of-
- Salafi/Wahhabi interpretations of Islam. Most often the vehicles for these exposures .
- include family ties or old friendships, social networks, religious movements like the .
-~ Tablighi Jamaat; polmcal movements like the Musllm Brotherhood or extremlst-hke :
discussions in halal butcher: shops ‘cafes; gyms, ‘student assoc:atlons study groups
N Qnon-governmental organrzatlons and most lmportantly, the lnternet Sl :
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: Ultlmately the mdlvrdual is alienated from htS former life and affiliates with like-minded

~ individuals, who, via small group dynamics; strengthen his dedrcatron to Salafi Islam.
tmportantty, this phase is characterized by a self-selection process by which individuals
frrst jom a group that then becomes radrcahzed -

" These cnses often compel these individuals to seek out other hke mlnded mdlvrduals
who may be experiencing the same inner conflict. Subsequently, clusters of like-minded -
- individuals begin to form, usually around social circles that germinate within the =
- extremist incubators. Sometimes these clusters develop into actual jlhadISt cell—a cell

that has committed to conductlng a terronst act

Two. key mdlcators wrthrn this self—tdentrflcatron stage that suggests progressron along
- the radrcahzatron continuum are: :

. Progressron or Gra wtatlon Towards Salafi tsla'tn
. Regular Attendance at a Salafl mosque

 As these mdrvrduals adopt Salaflsm typrcal srgnatures rnclude

o Becommg alienated from one s former hfe affllratmg w1th hke mlnded
individuals : :

o Jaining or tormmg a group of llke mmded mdrvrduals ina quest to
strengthen one’ s dedlcatlon to Salaft lstam '

o , Giving up crgarettes drlnkmg gambhng and urban h|p hop gangster
clothes.

o Wearing traditio'nal Islamie clo_thtng', groWing a beard

o Becoming involved in social activism and community issues

. MADRID (2004 Attack)

Gravrtatlng Towards S_ _laf dslam. avarletyo .pohtxcal and personal cnses Sl
: contributed to Madnd bombers attractlon to the- Salaﬂ/Wahhabr mterpretatlon of Lo
lslam dunng thelr rnner battle in; defmlng who they were. For example ' -

o ’:For Tunrsnan scholarshrp recrprent Sarhane ben Abdelmajrd Fakhet itwas T
.~ . apersonal crisis. After growing up in a middle-class.family in Tunis, Fakhet'r_ E

" moved to Madrid i in 1994, armed w1th €29 500 in Spanrsh—govemment S L _ :

"scholarshlps to. study economlcs

At flrst he was gracrous and engaglng, says M/guel Perez Mamn a o e
proféssor at the Autonomous Umversrty of Madnd where he met. Fakhet as L

a fellow student in 1 996 T

However over the next few years Fakhet w1thdrew from school and the N
‘world in general He was descnbed as havrng become “mcommumcatrve-"_
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- -(The exact nature of this personal crisis has not been dtsclosed ) As a.
consequence, Fakhet spent more and more time in the Salafi mosques and
was. only mterested in talking about Islam and the mtsery of the world.?!

As these mdrvnduals adopted Salafi ideology, they sought out hke mmded
individuals by joining groups-that provided them a validation of their new -
_ found beliefs. Members of these groups had ties to other militant groups;.

~'some even had specuahzed skills that could be used for terronst purposes

o -Basel Ghayon a Synan and Moroccan Anghar Foud el Morabit jomed a
. SalafiWahhabi circle led by Rabei Osman el Sayed Ahmed a 32-year-old
Egypttan known as "Mohamed the Egyptlan "

o Sayed Ahmed, who clalmed to bea veteran jihadi who had fought in both
- Bosnia and Afghanistan, was a member of Egyptian lslamlc Jihad. A~
former member of the Egyptian army, Sayed Ahmed was an explosives
expert. He began attending Friday prayers at the M-30-mosque’ in 2001,
where he came in contact with: many of the Madnd bombers 2

e The Salafi Mosque As these mdtwduats contmued movmg towards Salaﬁsm
they began attending Centro Cultural Islamlco (Istamic Cuiltural Center) popularly.
* known as the "M- 30 mosque."  (“M-30" was a name that was coined for this. - _
. mosque’s due to its proximity to Madrid’s M-30 motorway). ‘M-30 had a. hlstory of o
- being the mosque of choice for radical-thinking: Muslims and .as an extremist '
‘ mcubator became a hub for- the formatlon of the Madrld bomber ceH

- o Some of the Madnd bombers met wrth remnants of an extremlst group
which had formed around Imam Eddin Barakat Yarkas in the 1990's.
These extremists played a crltlcal role.in the further radlcahzatlon of the

Madnd bombers

. Yarkas had orgamzed a militant Salafl support network for jihadi
~ fighters in Bosnia in Spatn in the 1990’s and prayed at the M- 30

mosque m Madnd

e = Before Yarkas was arrested after 9/11 fiis group proselyttzed thelr SR
'vtews and’ eventually c Ilenged the |mam of the mosque for ltS
s Ieadershrp S S AN L

AMSTERDAM (Hofstad Group)

B .. Grawtatmg Towards Salafl lslam Mohammed Bouyen s journey to radlcahsm E

N appears to have begun during his- 'seven month stay in pnson——a sentence’ based-i; - . --»_:_‘ T

S ‘"on an assault charge He became more rellglous and extreme in his views.”

o - After bemg released from prison; Bouyen sthched htS academtc pursunts
from accounting to social work and began vo!unteenng athis local .-
‘ .,communlty center.: His friends’ say he began to-wear tradltlonal" clothmg .
~andgrew a beard.- He '\ was also more. sensmve to potxttcat lssues such as.
the Arab- lsraeh confhct - : . S :
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Bouyeri’s transformation contmued with a deepening of his religious convictions
while his views on social issues became more conservative.

o As Bouyen became more of an actrvrst he began orgamzrng Salafi- related
events at the community center.. He discouraged women from attending
and sought to ban of alcohol Eventually, Bouyen was asked to leave 2

The Salafi Mosque. Bouyen began frequenting the Al-Tawheed mosque—a
mosque that was well known to Dutch authorities as being Salafi and very
extreme. The imam at the mosque prarsed suicide bombers and sold llterature

that advocated the klllrng of homosexuals

LONDON (duly 2005 Attack)

Gravitating Towards Salafl Islam Beeston s extremlst mosque and

- surrounding community, including youth clubs, gyms, and Islamic bookshop
-served as the “extremist incubators” for Mohammed Siddique Khan, Shezhad

Tanweer and Hasrb Husaln S adoptron of Salafl Islam.

o In 2001 members of the 7/7 London group began to spend time ata youth _
club in Beeston playlng pool, boxing, and “hanging out.” Extremists often
used the club asa venue.to proliferate their radical messages to the more -
susceptible. youth Jrhad was a frequent toprc of dlscussmn at the club

o One-ofthe gyms was known as “the. al Qaeda gym” due to rts srgnlflcant

extremrst membershlp

All three of the 2"“I generatron Paklstanl London bombers appeared to expenence'. o

 this Salafi-based religious transformatlon whlle Germarne Lindsay converted

o  Mohammed Slddrque Khan S transformatlon began when he first entered
Leeds Metropolltan Unrversrty between 1998 and 2000.%®

- 'Khan somewhat new to Salat" Islam hlmself began to pray
_regularly at school, attend maosque on Fridays. He gave up- ,

. fighting;: bouts’of dnnkmg and-using drugs.- He. began volunteenng.; ,
o as ateachlng assrstant at an elementary school TR

el _‘ Shezhad Tanweer changed as well glvmg casmos a rest and growmg a

“beard. 30

o - Haslb Husain’appeared to become"’m'ore rellglous' wearing tradltlonal_ S

clothmg and a prayer cap after a tnp on hajj to Saudr Arabla in2002.% 3.

o . Germaine Llndsay s mother had converted to. lslam in 2000 and, shortly

after, he converted—taklng the name “Jamal”. Llndsay S behavnor became‘___: B

_somewhat erratlc and he began assocratlng wrth troublemakers

' , At his- local mosque and wrthrn hlS lslamlc crrcles in Huddersfreld =

and Dewsbury, Lindsay was admired for the speed: with which he
achleved fluency in Arabrc Accordmg to those who knew him;. he S
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memonzed long passages of the Quran, showing unusual maturity
and seriousness. He also began wearing the traditional white"

thobe.®

. In 2002, Germame Lindsay’s mother. moved to the US to llve wrth :
- another man, leaving-Lindsay alone at the famrly homein -
Huddersfield. This has been described as a traumatic experience
for Lindsay, for which he was ill equped and may have pushed -
‘him towards seeking solace and support in the Salaflst mosque B

e The Salafi Mosque Mohammed Slddlque Khan attended all three mosques in
Beeston, at least two of whrch had a strong extremlst lnfluence _

o The Hardy . Street mosque was run by Kashmln Musllms The Stratford
Street by Pakistani Tablighi Jamaat; and the Bengali mosque.on Tunstall
Road by Bangladeshis, primarily. Finally, Khan chose to belong to the -
Stratford Street mosque—a mosque which followed the more rigid,
orthodox, Deobandl school of lslam with a heavy Tabllghr Jamaat

; presence - CoL

MELBOURNE/SYDNEY (Operatlon Pendenms)

Though the detalls of what charactenzed this self-rdentlfrcatron process among the.

members of the Sydney and Melbourne clusters are not yet-available, it appears these. -

plotters also experienced that same pattern of strugglmg for identity, dlssatrsfactlon with.
- ‘mainstream lslam and looking to Salaflsm asan answer v

» Gravitating Towards Salafl lslam. Forty flve year-old clenc Abdul Nacer
Benbrika, a native Algerian and leader of both the Sydney and Melbourne
clusters, appears to have begun his radicalization journey once he arrived in
Australia in 1989. For Benbrika, Sheikh Mohamed Omran, was the extremist
incubator, who paved the way for his radicalization. Omran was a follower of the
infamous jihadi-Salafi cleric, Abu Qatada whom Omran brought to Australla ona
,speakrng tour in 1994 % S o .

Ll e The Salafl Mosque 'Benbn s gan preachmg at Omran 3 Brunswrck,mosque .
o _:'_.attractmg asmall followmg ‘He called Osama bin‘Ladena- “great man” and .
endorsed the goals and actions’ of Algeria’s Salafist Group for Call and Combat
{(GSPC). -Later, Abdul Nacer Benbrrka was able to extend hls mfluence lnto New :
- South Wales creatlng a second cell in the Sydney area :

o A number of those arrested in Melbourne as part of Operatlon Pendenms
‘tfrequented the Brunswick’ mosque - This location'served as a hub where -
" many of theé Melbourne suspects began to self—rdentrfy wuth the 1|had| Salafl -
IR ldeology propagated by Benbrrka o . :
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TORONTO (Toronto 18 Plot) - o —

-Gravitating Towards Salafi Islam. Similar to the many of those involved in the
other plots and attacks, the Toronto plotters also struggled with their identity as
evidenced by this excerpt from a poem that was posted on the Internet by -

Zakana Amara in 2001

“Please someone flnd me -~
[want to find the light
but no one is there to gurde me -
Open the door someone glve me it's key

Saad Khalid; a hlgh'school student at Meadowvale Secondary School, formed

the “Rellglous Awareness Club”." During lunch time, he would preach Islam to_

other students and spent.a good part of his time with’ Fahad Ahmad and Zakana j

Amara. The trio even created a.chat group ‘called the “Meadowvale Brothers”."
'Schoolmates stated that the three began to dress more tradmonally and became '

© more w1thdrawn

The Salafi Mosque The trio from Meadowvale began attendlng the Al Rahman
mosque in Mississauga, ‘where they met Qayyum Abdul Jamaal, the splntual
sanctioner” who would help them progress to the next stage: of radlcallzatron
While some of the otherplotters attended dlfferent mosques all were '
progresswely bemg radlcallzed S

J o  Steven Vikash Chand attended the Salaheddrn lslamlc Center a’known

radical mosque lmam Aly Hlndy, an. lslamlc fundamentallst was hls
mentor. _ , :

o In April 2004 Chand who had been enrolled in the reservrst corps since’
June 2000 renounced his Hindu faith, declared hlmself Muslrm and left the

reserves.

= As recounted by those in hIS unit, before Chand left the reserves,
he had reported for: duty with the: begmnmgs of a beard telllng hrs _
sergeant that:it was_ requrred b hrs rellglon R
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STAGE 3: —lNDOCTRlNATlON Indoctrination is the stage in which an mdrvrdual
progressively intensifies his beliefs, wholly adopts jihadi-Salafi ideology and concludes, -
‘without question, that the conditions and circumstances exist where action is required to
“support and further the Salafist cause: That action is militant jihad. A-“spiritual - -
sanctroner" plays aleading role in thrs phase of radlcalrzatron (see Text Boxp. 38).

" The key aspect of this stage is the- acceptance of a relrgrous—polrtlcal worldv1ew that
justifies, legitimizes, encourages, or supports wolence against anything' kufr, or-un-
'+ Islamic, including the West, its citizens, its allies, or othier Muslims whose opinions are
contrary to the extremist agenda. Ineffect, as the individuals become- indoctrinated, they
. re-define their direction in life. That is, rather than seeking ‘and strlvrng for the more’
“mainstream goals of getting a good job, earning money, and raising a family, the
indoctrinated radical’s goals ‘are non- personal and focused on achieving “the greater ,
good.” The individual's sole objective centers around the- Salaﬁ alm of creatrng a pure '
fundamentallst Muslim commumty worldwrde ‘ : o

Two key rndrcators that an lndrvrdual is progressrng to or. is experrencrng thls stage of .
radicalization are: : _ T L

. Wlthdrawal from the Mosque. As rndrvrduals begin to concerve mllltant jrhad as '
an objective, they retreat from the mosque—the. ‘mosque thatnot only’ servedas. -
an extremist incubator for their. formatlve years.in becommg radicalized but also.
and otten as the place where these rndrwduals met thelr llke mlnded cohorts

o .Thrs wrthdrawal is sometlmes provoked by the fact that the mosque no’
~ longer serves the. mdlwdual S radrcaltzatron needs. In’ other words, the
individual’s level of extremism surpasses that of the mosque. . Many of .
these withdrawals are preceded by some'! ‘type ‘of quarrel between the
individual and mosque officials and/or other worshippers. Other tlmes the '
mosque is perceived as a potentlal lrabllrty B :

o An.individual who begms to contemplate actron now percelves the mosque v
as a threat to exposmg his or her intentions. Given the series of terrorist-
related arrests over the past few years, mosques are now percelved as -

- .belng monltored by law: enforcement and mtellrgence _ R

e -Polrtrcrzatlon oleew Belref s these lndlwduals mold new rdentltles based A

: _’on Salafi- rdeology, they now: begm to transfer this radical vision.and mmdset to

. the real world. . Global events are now percelved through this newly found

- extremist rdeologlcal lens From the conflictin Kastimir to the U:S: invasion of
Iraq, all are blamed on a consprratorral attack by unbellevers on lslam and the '

'Musllm world

, What was merely an rdeology transforms rnto a personal cause The world for
these rndrvrduals becomes divided into two sides: the. enlrghtened believers. .. -

’ (themselves) and the unbelievers (everybody else) The unbellevers become
: thelr arch enemy Srgnatures assomated w1th thrs phase mclude [

o Joining a group of like- mrnded extremrsts that help facrlttate the mdtvxdual s PR
continued departure from the: secular world and all the things it represents .
The group becomes the rndlvrdual S new world The group members
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- become their new famlly——substltutmg the need for any lnteractlon with.the
outside world.

o . Holding meetings and dlscussmns with an lncreasmg radlcal agenda in
more private settings—such as in the prlvate residences of the group
-members, back rooms of book stores, or in lsolated corners of prayer

rooms

Consequently, as mdlvrduals progress through the mdoctrlnatlon phase they most llkely ‘
have already sought, found and bonded with other like-minded individuals. This loosely-

-knit but cohesive group of people forms a cluster—an alliance: based on socral
'psychologlcal ideological, and ethnic commonalltres v

The Internet—An j_Evo_lvlng:;Re'_so‘urce

f *The Internet plays an lmportant role dunng the radlcallzatlon process As rndlvrduals
~ | progress through the various stages, their use of the internet evolves as well. in the.
|- Self-Identification phase, the internet serves chlefly as the-person’s source of information |

about {slam and a venue to meet other seekers online. ‘With the aggressive prollferatlon 1

of the jihadi- Salafl ideology online, it is nearly lmpossrble for someone to avoud thrs
' extreme lnterpretatlon of lslam ' R o

Durlng the Indoctrination phase those undergomg this self-lmposed bramwashmg devote

| their time in the cyber world to the extremist sites and chat rooms—tapping into vnrtual

‘Tnetworks of like-minded individuals around the world who reinforce the. individual's -

B beliefs and commitment and further legitimize them. " At this stage, individuals or the

- '{ groups they are in are likely to begin proliferating jihadi-Salafist ideology ¢ online along
1 with consuming it. The Internet becomes a virtual “echo chamber” —acting-asa . .
' .radlcallzatlon accelerant whlle creatmg the path for the ultlmate stage of thadlzatlon

ln the Jihadization phase people challenge and encourage each others move to actlon
he internetis. now a tactical resource for: obtalnlng instructions on constructmg
weapons,. gathermg lnformatlon on potentlal targets 'and provrdmg spmtual justlﬁcatlon
*l:foranattack SR R R R
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ARCHE Tt/PES: “The Spiritual Sancttoner”

1 Ridwan Al-Issar-

A dramatic change in lifestyle and ensuing isolation creates a- -
‘vacuum requiring even more guidance on how to build a new .
life that supports his newfound ideology. Individuals seenas |
being able to provide crucial guidance on howto live every.
| detail of the religion ha ve a crltlcal role dunng this phase.

Consequently, a critical element in push/ng a group further.
‘along the radicalization path.is. the “spiritual sanctioner”. This" -
person generally appears during the Self-Identification phase -
and is the major lnfluence during the Indoctrination phase h

: The sanctloner is respons:ble for develop/ng the “Us-versus- Them/War on Islam
‘worldview among the group that provides the moral justification for jihad.: The sanct:oner* '
is often a “self-taught” Islamic scholar and will spend countless hours prowdlng a “cut- '
I and-paste” version of Islam which radicalizes his followers." In many cases, the .-
sanctloner is not lnvolved inany operat/onal plannlng but is vital in creatlng the jlhadl

mindset.

| The role of this spmtual sanctloner cannot be underestlmated because “fan /ndlwdual {
| respects an Islamic scholar and that scholar tells hirn that fighting in the jihadisa - -

I religious duty and- the onIy way to please God the adwce can have an enormous effect

on. ohO/ces »39

1 According to press reports ‘Al- lssar flfSt apphed for asylum in Germany in 1995 and was
- not religious. He used multrple alias and asylum apphcatlons to keep him'in Germany S

and the Netherlands. When his asylum application was rejected’in Germany; he tried _
| again in the Netherlands in 1998.. Dunng his stay in Dutch asylum hostels lt appears he |

| underwent a spiritual awakenmg

-1 Al- Issar began studying jlhadlSt hterature and Iearmng about lslam on the lnternet
o3 There is no evudence that he ever: formally studred Islam: "nd,the evrdence suggests he
: _i_.‘went from non rellglous to lslamxc‘ _expert” wrthrn about twofears P :

with | lnternet denved scholarshtp Al Issar soon began grvung lectures and
- |'gravitated towards the radical Al—Tawheed mosque in.Amsterdam. At Al-Tawheed, Al-
- | Issar came in contact with the- young men who formed the Hofstad Group and began

- ‘servrng as therr splntual gurde

) Al lssar eventuaﬂy wrthdrew from the mosque and he began preachmg in pnvate B
S apartments to-his followers. It is unclear exactly how much Al- Issar was involved in the -
B operattonat plannmg of the’ group He vanished on the day: Thee van Gogh was '

N murdered and Dutch authonttes belleve he may be in Syna

e “Other spmtual sanctloners among the case studres of thrs report mclude- Raber Osman REE
' |'el SayedAhmed (Madrid), Abdul Nacer Benbnka (Sydney/Metbourne) Qayyum Abdut .

o .Jamal (I' oronto) and Ah al Tlmlml (Vlrgm|a)
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MADRID (2004 Attack) S : o

« Withdrawal from the Mosque During the indoctrination phase, members of the
Madrid group.began to separate themselves from secular society. They left the
M-30 mosque because it was not sufficiently extreme and'was potentially: too
conspicuous (monitored by the authorities). In mid- 2002, some of the main co-
coordinators of the attacks began holding their radical discussions in the living
room of Faisal Allouch s nearby prlvate house where they dlscussed jihad.

. Politicization of New Bellefs ‘According to Spanlsh court documents Tunrsran o
" student Sarhane ben Abdelmajld Fakhet's activities became more radlcal :
-following Spam S partlcrpatlon in the 2003 Iraq War Coalmon :

o - During 2003 Fakhet spent consrderable tlme cruising jrhadr webSltes for
ideas on terrorlst attacks. Basedon analySIS of his computer s hard.drive,
Fakhet was. spec:frcally lnterested in the explosrves used in both the Bal:

and Casablanca

Prlson—-A 'R'adicaliiing 'Cauld’r_on ‘

B Pnsons can play a cntrcal role in both trlggenng and relnforcmg the radlcahzatlon

| .process. The prison’s. isolated environment, ability to create a “captive. audrence :
atmosphere its absence of day—to—day distractions, and-its large populatlon of

, drsaffected young men, makes lt an excellent breedrng ground for radlcalrzatron

| Two of the Madrid bombers--Moroccan Jamal Ahmldan and Algenan Alleka Laman——' .
were either radicalized or more deeply indoctrinated in prison. - : :

LI Ahmldan a non-observant Muslrm lncarcerated for petty crimes; was e
indoctrinated into radical Islam while in a Moroccan jail over the-course’ of about .
2 Yayears. Ahmidan was fascinated by some of the, lnmates who were veterans _' L
{ Tofthe Afghan jrhad As these: ]lhadlStS used the’ pnsons--a haven:of. dlsaffected L
~ ‘men'who are.ripé’ for ;a_dlcallzatton-- for attractlng future recrurts Ahmxdan also ;_‘i TR
. Tbecame fascrnated wrth therr radrcal vrews S IR BN R

. _Ahmrdan was released in- 2003——a man’ now wholly transformed mto a Salafl _
. v|deologrcally and polrtrcally "Upon his return to.Spain, Ahmidan not only prayed

the required five times a day, but spoke incessantly about jihad and his desireto " |- -
_ fight the Americans in Iraq.- Although Ahmidan stopped’ dnnklng and’ usung drugs |
', followrng hrs transformatlon he contlnued to sell drugs to-non Musllms |

. Allekema Lamarl who had béen arrested in, 1997 for belongrng to an Algenan
s extremrst group,: had already been radrcahzed However, accordmg toopen
 source, his five year stintin pnson nurtured his extremist views and actually
mtensufled his radical mlndset Dunng hlS lncarceratlon Laman Jorned an:

Algenan lslamrst prrson group S . e
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AMSTE‘RDAM (Hofstad Group)

- Withdrawal from the Mosque. Mohammed Bouyeri’s withdrawal from the Al-

.-Tawheed mosque was influenced by the decision of the entire radical group, to

which he belonged—to leave. The group, which included several members of

the Hofstad Group, was mentored by Redouan Al Issar, a Syrian. who belonged.
to the Muslim Brotherhood. Al Issar was the group’s “spiritual sanctioner”. The .-
group began holding both prayer and polltlcal discussion sessions in' Bouyeri's - _
apartment. During these private sessions, the group also watched 1|had| v1deos _

~and was active online promotmg and debating ;lhad

Politicization of New Bellefs Mohammed Bouyen s progression from the self— '
identification stage to indoctrination was swift. The articles that Bouyeri would -
write for the community center, where he volunteered, became: mcreasmgly more
radical—as Bouyen S rehglous and polltlcal views became mtertwmed

o Whlle in early 2002 Bouyen was wrltmg about tolerance and mutual

_respect, by April 2003, he was comparing the Dutch police to Nazis‘and
calling for American soldlers inlragto be beheaded “4 By mld 2003 hIS
wrxtmgs became even more stndent : ,

..the: Netherlands is now.our enemy, because they partrcnpate in
the occupation of Iraq. We shall not attack our neighbors but.we
‘will those who are apostates and those who are behavmg Ilke our
enemy 8 o . _ A

o As the group communlcatlon coordlnator" Bouyen further nurtured hlS

- political agenda by hosting a chat room for like-minded individuals, .and
vtranslatlng/postlng essays by promlnent jihadist thmkers lncludmg Abu Ala
Maududi and Sayld Qutb, on websites, * _

LONDON (July 2005 Attack)

Withdrawal from the Mosque By 2001, the two leading members of the 7/7
group, Mohammed Slddlque Khan.and. Shezhad Tanweer left the local Deobandi- B

i ‘mosque in. Beeston . saying;its: approach to outreach Was 100 narrow; its focus too;.-", _ _

e "A.ﬁapolltlcal The 'young. zealots felt.contempt for the: mosques imams, who were:.

. from the subcontment 'spoke minimal: English and knew little of the challenges
' .'Bntlsh Musllms faced Moreover, the Deobandi mosques did not addréss the

issues.of concern to the:-members of the 7/7 group-and instead-abided byan = .
injunction by mosque elders that polltlcs or current events mvolvmg Musllms L

: should stay outs:de the mosque

fPoht:crzatlon of New Bellefs. After they left the mosques they gravrtated to the{.

lqra Learmng Center in. Beeston, just blocks away from the youth center. This"

was part of the process of gradually separatlng themselves from secular socnety

‘free from thelr parents lslam as well as from scrutiny They had polltlcal

discussions abolit Iraq, Kashmir, Chechnya and.organized. study.groups and

-produced jlhad vudeos deplctlng cnmes by the West on the Musllm world and
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accessed the internet. This local bookshop was a central node in the community
for radical Istam - not only did it sell Islamic books, tapes and DVD's, but it also

hosted lectures and discussion groups on Istam.

o By 2002, Khan was leading and participating in paintball outings with youth
groups from the Leeds area. These events served as bonding and vetting -
opportunities and were often preceded by Islamist themed lectures. ltis

- believed that through one. of these outings, Khan met Germaine Lindsay. *

o  Lindsay had been strongly influenced by the extremist preacher Abdallah al
Faisal (also of Jamaican origin) who served a prison sentence in the U.K.- -
for soliciting murder, incitement to murder, incitement to racial hatred and-
distributing material of a racial hatred nature. Lindsay is believed to have

attended at least one lecture and to have listened to tapes of other lectures. - .

s0

by him.

 MELBOURNE/SYDNEY (Operation Pendennis) -

o Withdrawal from the Mosque. Ultimately, Imam ‘Abdul Nacer Benbrika broke. -
away from Omran’s Brunswick mosque, taking the most violent, radical elements -
of the congregation with him.” In addition, rather than studying jurisprudence ata
recognized Islamic university, Benbrika taught himself Islam, largely cut off from .

the wider community.> This absence of a classical background contributed to * . -’

Benbrika’s adoption of the jihadi-Salafi interpretation of Islam and only enabled - . -

" him to teach the younger group members a “cut and paste” version Isfam. . -~~~

s Politicization of New Beliefs. Based on information that came to lightatthe
trial for the Melbourne cell-in the summer of 20086, Benbrika's indoctrination.of the
group was based on his belief that the Islamic community was. under attack from
the non-lslamic community of infidels. He said that Muslims were committed to . -
engage in violentjihad, to persuade the government to withdraw Austrafian -
troops from Afghanistan and Iraq-and frequently discussed the Islamic duty to-
fight the kufr (unbelievers or infidels). Benbrika preached that there was no

difference between the government.and the people who elected the government-. .

. officials.®

L Bénbril{a_ s"elj"\iéd"asf:f%pir_l_t_ua‘l sanctione "*'.;fbr both AUs:trél:ién'cSIUStérS;':l,:, B
" TORONTO (Toronto 18Plot) .~

'« Withdrawal from the. Mosqde';f'By 2005, 'some of the group members from -+ ;-

- Meadowvale Secondary School began to skip classes to visit Musalla-e-Namira; = =
- -a private, informal prayer-room on.top floor of Mb—stqr_y'puilldingvnear'a__’.high;i_ﬁ

school.in Scarborough. - -~

e Politicization.of New Beliefs. By this stage; the yoting men of Tororito were - R

ready to hear a more strident Islamic message. In Mississauga, the 43'year-old.
Qayyum Abdul "Jar:naal_was_{de’liyer_ing that message. "Abdul Jamaal was'known' E
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by the other congregants to have an “us-versus-them” view of the world in which =~
~Muslims were being oppressed by the West. He had no formal religious role in

the mosque but his radical vrews were tolerated by the leadership because he

cleaned the mosque for free.® Abdul: Jamaal also had a reputation for reaching:

out to young people, taking them camping, playing basketball, etc. . The suspects

soon began to be mfluenced by his vrews and adopted them as thezr own. '

o . Online, the' suspects began dlscussrng pohtlcal issues and the permissibility
of jihad. They watched jihadi videds online and communicated with like-
minded individuals from around the world ranging from the U.K .to Bosnia.
Communication in chat rooms with like-minded individuals around the world

“served as an “echo chamber” for their jihadists views, serving to only
reinforce them. The Mississauga group went as far as wearing combat

- fatigues to the mosque - a fact that was noted as unusual by the other
congregants, but not reported to authontres :

o As they got deeper- into. this msular world thelr rdeas began to harden An
extract from one of: Zakaria Amara’s online ‘poems written in 2003 stands:i in
stark contrast from a “searchzng” poem he wrote jUSt two. years prior. See
the comparlson of the two betow :

2001 : S

“Please someone find me

[ want to find the light .-

but no one is there to gurde me"

Open the door someone give me it's key

2003 C '
“ am filled with peace when at the maslrd I hear the Iqama

But when [ show more interest they call me Osama
Just trying to practrce my deen so they call me extreme
They tell me I am too young, Iam only srxteen '

: \ln*Scarborough convert,Steven Vlkash { _han and another suspect Mohamed v
- Durrani-took their new found. fervor to- recruit more young people. Both spent T
“: time at the campus of a local hlgh school where they were. able to convinee the o

o J'youngest members ofthegroup to 1om
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STAGE 4: JIHADIZATION. This is the phase in which members of the cluster accept

~ their individual duty to participate in jihad and self-designate themselves as holy warriors
or mujahedeen. Ultimately, the group will begin .operational planning for jihad-or a
terrorist attack. These acts in furtherance” will include planning, preparation and

execution.

"By the jrhadlzatlon phase smali group dynamics play a much more promlnent role.
While during the earlier stages, the group members may have been only acquaintances,
. ‘meeting each other in Salafi chat rooms, at university or simply by being friends, by the
jinadization phase the group has solidified and hardened. - Individuals see themselves as
. part a movement and group loyalty becomes paramount above all other relatlonshlps

V“Group—thmk” now becomes a force multlpller for radlcallzatlon and lnvanably paves the
way for action. As action becomes a group objective, each member of the cluster-is
_challenged to accept jihad as an mdlwdual obligation—anointing themselves as-holy
warriors or mujahedeen.: This act of acceptlng a personal duty to participate in ]lhad is
- - by its very nature an internal decision and one with very subitle, if not invisible,
signatures. In fact, the only way to know if someone has passed this marker is by
observing their subsequent actlons or by galnlng a window. lnto thelr personal feellngs

While some individuals mdependently seek opportunltles to fulflll this jlhadl obllgatlon
others achleve it by bemg part of a-group that decndes collectlvely, to conduct a terronst

» 'act

_ lf an attack is a group objectlve the next step will mclude target selectlon and
. operational planmng Although. the commitment to accept jihadis an individual choxce
. the decision to: attack is made-as a group and the actual attack is-conducted by the
group.. The type of targets a group or cluster chooses and the modus operandi it
- employs might vary considerably between individual clusters: However, the ultimate
~ objective for any attack is always the same--to punish the West, overthrow the
democratic order re- establlsh the Caliphate, and: lnstltute shana :

Cltis crltlcal to note that while the other stages of radlcallzatlon may take place gradually,
- over two to three years, the jihadization stage—the stage which defines the actual
“attack-‘can occur: quickly,-and with very little warning. 'In some.cases, this stage runs. lts

. course:in as, little as a couple of weeks The thadlzatlon stage contams many sub- = -

'stages allof which' usually occur, but not necessarily sequentlally?-'-iEach of these sub- o
_'tages is charactenzed by a unlque set of |ndlcator(s) LT A e

Acceptmg thad/Demsuon to Commlt thad As each group member accepts
“jihad, they often look abroad—-seekmg that one trigger that will lead. to their final -
acceptance of thad or for others an opportunlty to actually conduct ]lhad

o TravelmgAbroad Frequently, but not always one or more members ofa .
.- particular Western-based cluster travels abroad. : This travel often follows or

* “contributes t0 a member’s decision. to: commit ]lhad “The travel is'more

often than notto a militant training camp—a camp’ usually in'a country or

region that is regarded as a field of jihad. ‘Pakistan, in- partlcular as well’ as’.' .

" iraq; Afghanistan,. Kashmlr and Somalia are- popular destinations. The .
“leaders” of these clusters are usually the ones who pursue this travel—an
: experlence that appears to be the flnal catalyst for group actlon -
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- include

- Many of those who embark on such trips either are seeking further religious.
justification for their newly adopted jihadi mindset or have already
committed to jihad and now are looking for opportunities to.put thought into

action.

= For those seeking rehgious jUStIflC&thl’l attending a religious
- retreat steeped with extremist thought and apart from the
distractions inherent in a Western civilization often acts as a
“suicidal trigger” in prowding the attendee the jUStlflCatlon and

conviction for suncudal jlhad

= “For those seeking action, their initial intention is most often to
become a mujahedeen and fight for a particular cause: However,
- many are regarded as battlefield liabilities and rejected: Some are-
_re-directed to return home and to fulfill their jlhadlSt objectives by
conducting a terrorist act in their Western homeland

> lndivrduals reared in a Western urban settlng and culture .
,usually lack the physical and mental fortitude and endurance
_ to survive,; much less, fight in underdeveloped and severe
- environments such as Afghanistan Kashmir, Iraq and -
-Somalia.. Moreover, the lack of native language- capability also
can limit their value and acceptance as. fighters

Tralnlng/Preparatlon As members of a cluster decude to conduct ]ihad they

- become more and-more isolated from their “secular” or “outsude the group” life.

They reach a point where the only people they truly trust are members of their -
group. They become . very attached to each other and often seek opportunities fo

bond, train, and do things together

These activities help define the- roles and capabilities of -each individual While
solidifying the group’s cohesiveness, and esprit-de-corps that is vital for a
successful coordinated attack. Prior to launching the attack, many of these -
clusters have partiCIpated in some form of group trainlng and preparation to }

7 “Outward Bound” llke Actlwtles Activmes such as camping, white-water

- rafting;’ pamtball ‘games, target shooting, .and even outdoor simulations:of: -

c military-like' maneuvers have been popular among these groups once they

'A_reach this stage of radicalizatlon

Once would- be terronsts commit to thad some reqmre continual
- reinforcement for committlng the act—an act that will require people to die.

- Forplots mvolvmg suicide; one of the most critical requrrements for success
is the un-wavering conviction of each ind|v1dual member of the group to die
-by taking his/her own life. . This conviction is- especnally difficult t6 maintain in
a Western environment—a predominantly secular-environment- that values
life; does not condone suicide, and markets wealth, comfort, and prospenty

‘as ultimate life goals As members of a cluster progress through the
jihadization’ phase of the | process; they. have’ committed to jihad but continue . ‘
to reinforce thelr commitment Via “group think However each member often,
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requires additional individual reinforcement. For example,

o Mental Reinforcement Activities. Members of a cluster that have -
_committed to murder and, in'some cases, suicide often turn to the Internet or
-other extremist media fo fortify their resolve to-die. B T

-~ Extremist websites, _chatrooms, and blogs prdVidé.fdrums' for. _r_all'y_i'ng‘
support, alleviating fears, and obtaining religio’us sanctions.

'« Jihadist videos and tapes help “psych” the terrorist by glorifying death
- by jihad as a true hero’s inevitable fate. Co -

«  Other means for reinforcement that potential suicide bombers have - .
used-include drafting a last will and-testament or making a pre-suicide -
video. Both these mechanisms allow the suicide terrorist torenew his

~ or her extremist vows while ensuring that their death has meaning. t
. ‘also permits them to bid final farewell to family--hoping to retain their B
" honor and admiration. Lo T T

e Attack Planning. Onée a cluster or group decides to.conduct an attack, they -
~ begin conducting research while holding secretive tactical group discussions on
targets, the mode of attack, the operational scenario (date, time, and hour),and =~
the role of each group member. This sub-stage includes several indicators such -

o Reséaféhihg;oh._thé'lpte,rnét. The lntémet'hés' been used 'Veﬂér\"s'ijvélyfby; _
the plotters of terrorist attacks in choosing targets, formulating the mode'of = - ..

attack, and acquiring the technical capability. The Internet'sbroad and -~

unrest_i'icted-access.to-infqrmation has provided attack planners with a vanety:'
of options and advice for launching an attack. o R

| o Recannaissabce/SUrveillance. Drawing maps, vided_tépi‘ng targ'et_s; ah’_d__
staking out target areas will invariably.be conducted in.the run-up to any
attack. : : R

_o " Acquiring Materiel/Developing.the Device. The majority of the devices. .
- uséd-or that were being planned to be usedinthe homegrown plots were’ -
: 7 eithér commercially -available or reasonably-obtainable. “Fertilizer-based -
" devices, commercial explosives; cell phones.and explosive ignition-device
have all been acquired with refative ease. - - B

That'said, the acqutsmonof the materiel'and the d_e_vélbpr’n'éht_‘c‘)fjltl'\_é_’\:i\'/_eapdh_‘._'
has on occasion been associated with low-end criminal activity and almost - - -

~ “always suspicious activity-such as: cooking chemicals to form explosivesin. o
bathtdbs,‘-~pu'_rChasing-l,ar’ge.amoums of any one c;he_micaltor-_materjal‘, NI
'outﬁtti’ng/r_nodifying__backpacks, buying TNT andj’wiring_-v((atghes',a‘s'—g‘ TS

“detonators:. -

.~ The ul,timaté"stage‘of-jihaavi"zba'ti'on is, of course, the actual attackBythlstlme allthe
- potential preemptive indicators havé.’_eXpired’.';_The'te'rrorists have attained both'intention . A
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and capability and the chances for law enforcement and intelligence thwartlng or.
preventing an attack is extremely fow. :

MADRID (2004 Attack)

. Acceptlng thad/Decrsmn to Commit Jihad. The catalyst for pushlng the
‘Madrid group into the jihadization phase was the anonymous postlng on
December 10, 2003, of a document called Jihadi Iraq: Hopes and Dangers:
Practical Steps for the Blessed Jihad, on the Global lslamlc Medla one of the
more popular ]lhadl webSltes . :

- The 42 page document discussed ways to defeat the U.S. occupatlon of Iraq. lts
strategy was to leave the U.S. with the complete financial burden forthe
~ accupation, which eventually- would result in its withdrawal." The way to -
' -accompllsh thls goal was to polrtlcally force us. allres to wnthdraw from Iraq

" “Therefore we say that in order to force the Spanrsh government to .
withdraw fromIraq, the resistance should deal painful blows to its forces. - -
“This should be accompanied by an information campaign clarifying the -
truth of the matter inside Iraq It is necessaty to make utmost-use of the
upcoming general election in Spam in March next year We think that the’ o
‘Spanish government could not tolerate more than two, maximum three o
blows after which it will have to wrthdraw as a result of popular pressure S

ThIS document was also found in Sarhane ben Abdelmajld Fakhets computer _

and is believed to have influenced the timing of the attack. The document called -~
~fora campalgn ‘of bombings, shortly before the March 14, 2004 general electlons,-' i

resulting in a change of govemment Wthh would then order the wrthdrawal oft =

_Spamsh troops from Irag. >’

e Aftack Plannlng Once the Madrld group commltted to jihad in December 2003 -
they scrambled to acqurre the capability to launch the attack ' A C

- o  Fakhet downloaded tactical mformatlon on how to make bombs and how to . .
L use cell phones as detonators . . C el e

- Jamal Ahmld sed hlS tles to a Moroccan hashlsh gang to barter drugs o
: __for dynamate - S e LT
E o The group rented a house in Chmchon for stormg the hashrsh dynamlte

o and ultlmately bunldlng the bombs ; : _ e

- 0. 'On March 4‘h Jamal Zougam purchased and supplled 20 stolen MltSUblShI - .
o Trltlum Tl 10 mobrle phones cell phones to serve as detonators S

L e The Result On the mormng of March 11 2004 the group bombed the Spanlsh
' rall system ' T . i Lo :
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 AMSTERDAM (Hofstad Group) : .

Accepting Jihad/Decision to Commrt Jihad. By 2003 various members of the
Hofstad cluster had exhibited actions that demonstrated that they had committed
tojihad. Jason Walters, the 19-year old Dutch-American convert, was one-of the
first to-commit to jihad. He had already made a hit list including a number of

'promlnent Dutch polltlcal figures: |nclud|ng Ayaan Hll’Sl Ali among others

o Some tlme before September 2003 1t is. belreved that Jason Walters had

attended a trarnlng camp in Pakistan and/or Afghanrstan

o Samir Azzouz had become well known to Dutch authorltles for attemptlng to

- join lslamlc flghters in Chechnya

' Attack Plannlng By October 2003 Samlr Azzouz had obtarned bomb maktng

equipment and developed a list of targets including the Dutch Parliament, -

a -Amsterdam S mternatronal arrport and a nuclear power plant

On October 14,2003, group members Samrr Azzouz tsmail Akhnlkh Jason '
- Walters and Redouan al-Issar were arrested for- plannrng an attackin the -
Netherlands. While the others were released for lack of evrdence Azzouz was
-tried but- ac%wtted because he. had assembled the wrong mix of fertlhzer for. -

-explosives. -

Tralnlng/Preparatlon Although Jason Walters was also subsequently released

the authorities had confiscated his’ computer and found chat logs where he had

', specifically sought out relrglous sanction: for attacks clearly demonstratrng his-.
intentions. . . S v

61

Dunng a chat on September 19 2003 Walters sought sanctlon (viaa fnend

‘Galas03) from Imam Abdul-Jabbar van de Ven for jihad.. Abdul-Jabbarwasa -

Dutch convert who was a- travelrng lmam Walters screen- name was "Mulaheed“

Mujaheed: you have to go to jabbar

L '-.I;V_Galaso3 “I. wrll see hrm .today InshaAllah at the Iesson

5 ,',,,_'i'Mulaheed ‘"Go and_askhlm ifitis here allowed to slaughter the RIS
' ;"unbellevers and/or to steal therr possess:ons . A -

.'.Galaso3 "He has sald about it see lt thls way the government
.. ministries, pollce efc., their blood and possessions is halal [we.can take]
. because they openly declared war to thé islam, but before you do - o
-somethlng you have to thlnk twrce about what erI happen w1th the lslamlc S

: communlty

N ’Mulaheed "OK djazaak Allah ThIS is the fatwa needed Nowl can .
L slaughter every police, mlmster soldler offlcer etc And robe [src] them
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. TheResult By October 2004, Mohammed Bouyen had become convrnced of
his personal obligation to do jihad himself, acquired his own gun and he began to.
-~ practice shooting. As the group began to make plans for carrying out some of .-
. their grander operations, without warning, on the morning of November 2; 2004,
before these plans could be realized, Bouyeri brutally shot and killed Theo Van :
- Gogh in the streets of Amsterdam This led to the arrests of the other members
of the group wrthm days and effectively rolled up the leaders. of the Hofstad

, Group
LONDON (July 2005 Attack)

Acceptlng thad/Decrsmn to Commit Jihad. For some of the 777 bombers ‘the
- acceptance of their obligation for jihad began in July 2003. Travel abroad played .
'promrnently in directing them to conduct.an attack in the U.K_, solldlfylng the -
group s commitment-to jihad, and providing them the advrce and experlence for

. ,:acqumng the capablllty

o . In July 2003 Mohammed Slddlque Khan traveled to Paklstan and
: received military and explosives training at a camp'in Malakand inthe .
~ North-West Frontier Province in Pakistan. The original purpose of.the tip -
* was for Khan to deliver funds raised in the U.K. for jihadi groups, such as
‘Kashmiri fighters or the Taliban. However, following his arrival at the
Islamabad alrport Khan decrded to stay-and attend a jlhadl tralnmg

: camp

= Dunng his tralnmg, Khan met. Mohammed Junald Babar a New C
Yorker of Pakistani origin who later confessed after’ belng arrested to
being a key al-Qaeda operative who was involved in'an attempt to
assassmate Pakistani President Pervez Musharraf in 2003

= He also met Momln Khawaja, an Ottawa—based software technlcran
who later-designed and built electronic detonators tobe used to
tngger a huge fertilizer-and-fuel bomb along wrth four Brltlsh '
consplrators (Operatlon Crevrce) 64 :

" nlate N ':vember 2004, Mohamimed Slddlque Khan and Shezhad
:_Tanwee traveled to Karachi, Paklstan and met Abd al-Hadi al- lraqr a

'-»Qaeda S, most expenenced mtelllgent and ruthless commanders

Recogmzmg the potentnal for re- dlrectlng already radlcallzed Brltlsh
- Muslims, who traveled to the. reglon with the desire to- become S
B ;,'»-._mu1ahedeen in.Afghanistan or lraq, ‘Abd al- Hadi was responsrble for :
- "re-tasklng both Khan and Tanweer to attack the U K : _

former major in.Saddam Hussein’s army, who was’ regarded as. one ofal-" " St

e "Pakxstanl records show the palr departed Paklstan on the same fllght "-;_ o

- in early February 2005.  Upon their return to the’ UK. in' February
2005, Khan and Tanweer lmmedlately began plannlng an attack to
_punlsh Brltaln o : e
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Trammg/Preparatron As Mohammad Siddique Khan and Shezhad Tanweer
moved closer to the launch date, they continued looking for. opportumtles to bond

with other Irke mmded individuals.

o ' Khan and Tanweer rode the whrtewater raplds at Canolfan Tryweryn the
' National Whitewater Centre, on Jurie 4, 2005—approximately a month
. before the attack.- There is reportmg that two-members of the o
- unsuccessful July 21, 2005 London bomb plot i rn London may have
- attended thls very same whitewater rafting trip. ¢ -

o dtis. rmportant to note that at some pount durmg their travels to Pakrstan
~ both Mohammad Siddique Khan and Shezad Tanweer filmed the vxdeo NI
.tape 1ust1fy|ng thelr actions. for the 7/7 bombings. T

Attack Plannmg The bombs used in the 77 attacks were homemade usrng
relatively inexpensive, .commercially available ingredients. - Although these -
explosive devices could be manufactured using information solely avallable in. the
open sources, it is likely that the group obtained specific lnstructxon tlps or T
advice from bomb experts dunng thelr travel to Paklstan o

o The frrst purchase of materlal fo build 2- 5 kg of. homemade perox1de- .
based explosive was on March 31,.2005. Materials consistent with these - ..
processes were: drscovered at the apartment in Leeds whrch was o o
belleved to be the “bomb factory » 6 : S

o - vln retrospect wrlted plants along wrth constantly open wrndows shlelded

- by window treatments, were indicators that noxious exploswes were
being prepared at the apartment . S

There appears to have been at Ieast one reconnalssance/dry run vrsrt to London
on June 28, 2005 by Khan Tanweer and Lindsay. ‘ :

o The three journeyed from Beeston to Luton and then to ng s Cross L
station before traveling on the underground. They were picked up on:
_ CCTV near Baker _Street_tube statron later in the mornmg and returned to :

A : f: - Train tickets-found at the Leeds bomb factory after the attack Vsuggest
S there had been addltronal vrsnts to London in mnd March 8 -

. _ The Result. ln the earty hours of. July 7 2005 Mohammed Srddrque Khan

Shezhad Tanweer; Hasib Hussain and Germaine Llndsay left therr homes to _ . .

_ complete the fmal prece of the ]rhadrzatxon phase - the attack
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- [ARCHETYPES: “The Operational Leader” ' -
Mohammed Siddique Khan '

In.order for a group of people with a grievance to turn into
‘a terrorist cell, they need an effective leader. This
| feadership comes in two forms: Operational and
‘Charismatic. These two qualities are sometimes found in
separate people.in a group. and sometimes in one person. .
Operational and charismatic leadership are vital in
providing training, motivation, discipline’ and group
cohesiveness. Leadership within the group is the ke Y.

determinant in terrorist “success”.

‘Mohammed Siddique Khan was born .in_1974 in Leeds, s B A
-] UK. to Pakistani parents. - At the 30, he was the oldest of the four meninvolved inthe i
-July 7" attacks in London was designated by authorities as the leader. Khan's.early life. | -

- was unremarkable. Khan was not particularly observant as a youth but came-tothe =

religion as a young'man. ' . : . : Co B

| He worked administrative jobs in the public sector before attending L'ééds’ Metropolitan | -
University. - During this time he got a pari-time job helping at-risk youth and discovered™ - | :
{ he had a knack for.dealin_g with young people. C ; S

| Khan's skill AWI_t»hlyoung:'people' led to a job at alocal schdol work_ihg 'with s’pfec_fja_! needs o
children and youngsters with behavioral problems. Hé was praised for his dedication, -} =

B began mentoring youths through the local mosques, community centers-and gyms. AS"-,

| his-religious views became more extreme; his charisma and his volunteer work brought:
“the other members of the cell into his orbit. ' o

After Khan's return from Pakistan in February 2005, planning for the 7/7 attacks R
accelerated. From March until the attacks, the-group displayed great discipline, detailed
planning and operational security — all indicative of Khan's leadership ability. ' ,
| Other operational leaders.among the case, studies in this report include: Fahim Ahmed - | -
“(Canada), Jamal Ahmidan'(Spain) and:-Mohamried Atta {Hamburg) and Randall Todd
Royer (Northern Virginia): = " -2 v T e T

| ability to gain the trust of young people and was seen as a role model by many.- Khan. .~ o
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: MELBOURNE/SYDNEY '(Operation Pendennis) _ _ o

. Acceptlng thad/Dec:smn to Commit Jihad. By the time of the arrests in
November 2005, the two Australian groups had moved quite deep into the: o
jihadization phase, having: already accepted their duty to jihad and having begun .
planning violent acts to coerce the- Australran government mto wnthdrawmg troops
from Afghanlstan . :

- They had held tralnmg camps in remote-areas and were speakmg in codes
They also had amassed extremist Islamic material, conducted. surveillanceon .. -
potential targets and were. in the process of creating weapons with readlly
avarlable matenals . _

"o Previous travel abroad appears to have contnbuted to the groups entry |nto '_ _ A
the thadlzatlon phase S . , FEE O

Among the Melbourne cluster only convert Shane Kent is thought to havej =
trained abroad: In mid-2001, -allegedly he-had trained at a Jaish-e- :
Mohamed camp in Pakistan before proceedlng to al- Qaeda s al- Farouq
camp.- : :

. Among the Sydney cluster, at least three of the individuals had 'already :

' been in Lashkar-e-Toiba (LeT) training camps in Pakistan including -~
Khaled Chatko Mustafa Charko and Mohamed Alr Elomar 69 .

. 'Tralnlng/Preparatlon Members of both the Sydney and Melboume clusters
~ traveled.to the Australian outback for an outdoor group. venture and also began
‘prepanng themselves mentally for conductmg an attack : ' o

o The Melbourne suspects partrcrpated in outdoor bondlng actlvrtles
lncludlng paramilitary-like training at a rural Kinglake property and at
various commercral huntlng propertles '

o Srmllarly, two western New South Wales properties were used as phad _
: . training. camps by the Sydney cluster whose members posed as .
i .;”:recreatlonal hunters. Do R LI

- "i'- Six of the"'e hit ydney men attended “traunr'ng camps" held in March and D
.. April of 2005, leavmg behind ammunltlon shell casrngs and untdentlflable C
| burned and melted matenal A . v pon

o N 'Members of thlS group watched graphuc vrdeo footage of executlons and
. 'decapltatlons in Chechnya as part of therr mental preparatlon for jrhad

o - Abdulla Merhr asked Benbnka for sanctlon to become a surcnde bomber
o -",Reportedly, Mazen Touma told his mother that jlhad was an obllgatlon for SR

.. every Muslim” and that if his mother didn’t agree “he did not need her Lo
- ,'permlssron w7 , .
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e Attack Planning. Both the Sydney and Melbourne. clusters conducted
reconnaissance and target preparatlon

o The Melbourne suspects filmed the Australian Stock Exchange and
Fllnders Street Statlon Melbourne S landmark central traln statlon B

o During the November ralds by Australlan authorltles offlcers reportedly
‘found maps of Casselden Place, the Melbourne headquarters of both the
Departments- of Forergn Affalrs and Trade and lmmlgratlon

o  Members of the Sydney cluster were arrested in 2004 reconnortenng the N
Lucas Heights nuclear power plant. They were reported to have targeted
the Sydney Opera House and the Sydney Harbour Brldge

Some of the Australian plotters used car theft and credlt card scams to fmance S
_the purchase of the matenel for conductmg the attacks :

o Followmg arrests made as part of Operatlon Pendennls the. Sydney cluster
‘was found to have been in-possession of hundreds of quarts of chemicals -
as well-as laboratory equipment, 165 detonators, 132 digital timers,
batteries, firearms and ammunition. The suspects homes also contamed

bomb-making manuals

- ‘Reportedly, Australlan chemlcal suppllers clalmed they had tlpped

 offthe authorities about several attempts by this cluster to. purchase,

large quantltles of hydrogen peroxide, acetone, hydrochlonc and/or
. sulphuric acrd and hexamlne—all chemlcals Wthh canbeusedin

explosrves

« The Result. Followmg a “walk in’ tlp, two government pald conﬁdentlal
informants were able to penetrate the group and enabled the lntelllgence and law
enforcement agencies to identify and prevent the group. from carrylng out its ‘
attacks in November 2005. ' , S

TORONTO (Tor nto 18). - -

| "-i'fAcceptmg Jihad/Decision t _(Commlt thad ‘With the influence. of radlcal
- -preachers, the Interriet and theif.own echo chamber of self-radicalization, the -

- stage in- late 2005 Raprdly, they shlfted from talkmg and debatlng towards
-actlon ’ 2 . A L

o _ In late December 2005 Jahmaal James traveled to Ballkot Paklstan for _
-"one-month, ostensnbly tofind a brlde but where authormes belleve he -
recelved paramllltary tralmng : o

e Tralmng/Preparatlon._ Members from both Toronto clusters used outdoor
B actlvmes as venues for both trarmng and bondlng E AT

Toronto group finally accepted their obligation to jihad and began the jihadization - »':
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o Cluster members traveled to an isolated rural property in a remote part of
Ontario to practice shooting and do military exercises in the snow during
the Christmas week of 2005. During this outmg, they also made a video
imitating military warfare and discussed potentlal targets with two young
Muslim men from the U.S. state of Georgia

L Nerghbors s_aw them "dressed in camouﬂage and‘ heard'~"automatic-
gunfire" 7 : Lo e

Attack Plannlng Targets Wthh they had already rdentmed lncluded the v
‘Canadian Secunty Intelligence Services office, the Toronto Stock Exchange, the -
“CN Tower (all in Toronto) and the Canadian Parliament Building.in Oftawa. The -
group had already begun.to acquire the tools they would need to commlt therr :
attacks, including guns detonators and exptosrves - R

o When Canadlan authontles arrested the group in June 2006 they already 3
~ had. detonators and a handgun and were in the process of: seekmg to
purchase three tons of ammonium nitrate for $4000 S

. The Result Asin Austraha “two government-pa|d confrdentral informants who
" were accepted into the group, enabled theé Canadian mtelllgence and law. : v
enforcement agencies.to identify and prevent the group: from carrylng out lts .

attacks. Arrests commenced on June 2 2006 _ _ ;
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HAMBURG
Mohammed Atta
Ramzi bin al-Shibh
Marwan al-Shehi
Ziad Jarrah

MADRID

Jamal Ahmidan
Sarhane Fakhet
Jamal Zougam

Rabei Ahmed

AMSTERDAM
Mohammed Bouyeri
Redouan Al Issar
Jason Walters
Nouredine El Fatmi
Samir Azzouz

LEEDS-LONDON
Mohammed Khan
Shehzad Tanweer
Hasib Hussain

Germaine Lindsay

SYDNEY/
MELBOURNE
Abdul Benbrika
Shane Kent
Abduliah Merhi
Khaled Chaiko
Hany Taha

TORONTO
Zakaria Amara
Qayyum Jamaal

Fahim Ahmad
Saad Khalid
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’ _RADICALIZATION |N THE UNITED STATES o -

The five forergn case studies discussed are examples of how Europeans Australlans _
and Canadian citizens were rad|cal|zed Hlstory, geography, politics, demography, and
culture are all factors which affect the ease, speed and degree of how radlcallzatron '

-OCcurs.

‘For example Europe tradltlonally has served as an asylum for dlaspora communxtres
that have sought political, social, and economic refuge from their oppressed. lives in their
native lands. Generous welfare systems ‘coupled with lmmlgratton laws that do not
“encourage the assimilation of these largely Muslim-communities into European culture
"and society have exacerbated the- speed in which radicalization has spread within the
. "European continent. This non-assimilation has allowed the migrant diaspora’

" communities to. become isolated--an isolation that has allowed them to avoid tradltronal :
European culture, society, and national spirit. For-many of this dlaspora Europe is"-
:merely aplace of resrdence and not one of belongmg o _ _

o The United States has appeared to be somewhat immune from thrs process lt has not

. experienced an Islamic-based “homegrown” attack and the magnitude of the plots that-
‘have been thwarted has not risen to the level of those in Europe. .In fact, in most U.S.
cases, the would-be terrorists were still at.a ‘'stage where they were traveling abroad for
thie purposes of training or becoming. mujahedeen to fight abroad—not because they had
decided to attack targets in the homeland. . Nevertheless, New:York City’s 2004 Herald

. Square and the recent Fort Dix plots—plots that involved the targeting of U.S. citizens i in

- the homeland-- are examples that even the U.S.isat rrsk for a “homegrown terrorlst

- attack.

- We have examrned three U. S based “homegrown” cases The Lackawana er The
‘Portland Seven and. Northern Virginia Paintball. All three cases had progressed to-a
level of threat where arrests were made and the perpetrators indicted, -although none’
posed direct threats to U.S. lives or infrastructure. However, all three cases involved
‘people who became radicalized to the point of intending to commit jlhad———be it asa’.
terronst oras flghters klllmg mfldels in the mountarns of Afghamstan _

s The three U S. -based cases provxded fewer examples of sxgnature actrvrtles dunng the = .

_r.s'.",:‘..stages and sub—stages ofthe "ahz_atlon process than the five: foreign-examples.. The i, .

_these U.S:‘cases, coupled with’ the fact ‘that' they.were: dl' bupted at

" y.early stage; obscured the fact that radicalization had occurred:” ;= - SE R

v Nevertheless the three'U.S. casés still- provided sufficient. ‘evidence to corroborate parts o
- "of each of the four. stages—from pre-radicalization to jlhadlzatron—demonstratan that -

. these plots were also underpinned by the same radlcallzatlon process that the members o

of the ﬂve forelgn plots underwent

The Plots. N

The Lackawana SIX 3
“The Portland:Seven R
’ i.- The Northern Vtrglma Parntball o
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-'STAGE1 PRE-RADICALIZATION _ : ‘ -

* Most of the same mdlcators and SIgnatures that were common among the five foreign
plots were also common to the three UsS. plots

Generally, the plot members were

e 3 '.";f _'One Lacka

Male Musltms under the age of 35 who were local residents and citizens and
came from varied ethnic backgrounds. In fact, all were between the ages of 18-
and 37 Wlth the. average ages at the tlme of their trammg acttvrty being about 27.

~ Many, but not all, were the chlldren of lmmlgrants from the Mlddle East or South |

Asia; the second generatlon in the u.s:

' Slgnlflcant proportlons came from mlddle class backgrounds none were .

economlcally destltute

Most had some form of hlgher educatlon at least hlgh school graduates lf not
university students B - . -

‘LACKAWANA, NEW YORK (The Lackawana Slx)

The Candldates ln Lackawana the cluster was made up of elght Yemem— :
Americans—both 1% and 2™ generation. ‘All were U.S. citizens and the first

known to tram at an al Qaeda camp in Afghanlstan prlor to 9/11

o A number of them were. second generatron chlldren of |mmlgrants who had -
come to work at the Bethlehem Steel plant in the 1970’s. None were
'partlcularly rellglous

o Six were graduates of Lackawana ngh School They were known by their
peers and family as being more interested in playlng soccer and hockey and

: partymg than conductlng jlhad [

m 'emem had been ralsed m Saudr Arab

—"TKamal Derwush

1:vBosnla ln the 1 990’ _

PORTLAND OREGON (T he Portland Seven)

The Candldates Thls cluster con31sted of erght people srx of whom were born o

in the United States. Five were arrested. following-an attempt to join al- Qaeda

. forcesin ‘Afghanistan’ lmmedlately followmg 9/11 The group s membershlp was ‘-

- 'qwte dlverse and lncluded

o A38 year~old mlddle-class father and: husband who was a former engmeer L

for the world s largest semtconductor maker lntel

>apons .amlng i Afghanlstan and fought as a mutahe i en m _'
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An African-American convert who had majored in Chmese and lnternattonal
Studies at Portland State. Between the years of 1998 and 1999, he was

- widely descnbed as a model intern whrle working at Portland s City Hall

A one-time Mary Kay cosmettcs representattve who was trylng to get out of

- his’ commrtment to the U. S Army reserves after washlng out in boot camp

The ex—wn‘e of the cosmetic representatlve who transferred money abroad to '

: her ex—husband

'Two brothers -of Arab descent who had sought to start a landscaplng
'busrness

A Jordanlan natlonal who was a reS|dent of Portland and clalms to have been '

- a mu;ahedeen and fought in the Sovret war in Afghamstan

' o

An extremlst Lebanese imam who preached in the communlty

NORTHERN VlRGINlA (Vlrgmla Pamtball)

'- The Candldates The dlverse cluster tncluded

o - Four u. S -born converts two former U. S Mannes and two former. U S. Army'

soldiers; all who had converted to Islam (one was a decorated Gulf War -

.bveteran)

A South Korean born convert who graduated from Vlrglnla Tech wnth a o

degree in englneenng

A Yemem natlonal who was the son of a dlplomat

A computer-technology WhlZ from Paklstan.

A Paktstam-Amencan kltchen desngner

' ""I"-A 40 year-old doctoral student in computatlonal blology from George Mason_» : B

In ‘wersxty who served as the spmtual leader of the cluster

fSTAGE 2 SELF- IDENTIFICATION

o 'Slmllar to the forelgn cases certaln members of the U S. groups lnfluenced by both
- internal and external factors, began to explore Salafi Islam. - In:'some cases; a crisis:--
L personal or external - precrpltated this process. While avanety of triggers may have . °

o -served as the catalyst, ultimately the individual was alienated from his former life and: .

.. affiliated wath like-minded mdlvnduals who via small group dynamtcs strengthened hlS h

R _dedtcatlon to Salafl lslam
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- LACKAWANA, NEW YORK (The Lackawana Six)' _ a -

. Grawtatmg Towards Salafi Islam. Kamal Derwrsh served as both a catalyst
and a spiritual sanctioner for the Lackawana cluster's progression into-this stage.j
Upon his return to Lackawana from Yemen in 1998, Derwish, described as “a
card-carrying member of al-Qaeda,™ -held. prrvate meetings at his apartment for -
small groups of young men following evening prayers.- These meetings, with
extremist agendas, became popular—drawing as many as 20 regular attendees_

‘of males in their late teens and early 20's.

Derwrsh was a skllled mentor, often mrxrng relrglon with lelsure Young
men were captlvated by Derwish's passionate 1 rhetoric. Since few Yemenrs
in the Lackawana community practlced Salafi-Islam, they were awestruck
by Derwrsh who one tollower called a musrc man of rellglon '

0

- Accordrng to one member of the cluster “ really was you know L
starting fo learn my rellglon and | drdn t see, | never really saw the

mu;ahedeen part of it.”

- PORTLAND OREGON (The Portland Seven)

e Grawtatmg Towards Salafl Islam. Palestlnlan born Mike Hawash was known _
by friends as an Amencan—tralned computer whiz kid, not a disassociated- »
Muslim. By the time Hawash was 30, he was considered a- prodigy at lntel a‘“go-
to”.guy in the competitive programming and hardware industry. Hawash was not

a practlcmg ‘Muslim.- However, he - was drawn back to Islam following the death of

: 'hrs father, who lost a. long struggle with dlabetes in 2000 8y

Accordlng to his fnends |t was a dlfflcult year for Hawash and he returned
“to Islam as a way to cope.- In early 2001, Hawash made a pllgnmage to

Mecca. Signs of Hawash S sprntual renewal lncluded

o

= Grownng a beard and covenng hlS head with & prayer cap

Sheddmg hlS secular |dentlty~for an lslamlc one. j :

Hawash asked those: who' had known hlm for years as
.'_-‘.’-'“Mlke to call hlm “Maher no : O B

- _forbrds paylng lnterest on loans

The Salafl Mosque‘ Hawash stopped worshlppmg at the Bllal Mosque and

'. '::‘:>A'"".Hawash pard off the mortgage on hIS house because lslam_l o '

-"started attending the Masjid as-Saber, the Islamic’ Center of Portland—a mosque B

: recognized as espousrng a Saldfi message. He -began associating with. more
*‘fundamentalist Muslims, making contact with the men who ir lntroduced and

: ",_‘orchestrated the travel to Afghanlstan fOl’jlhad el




i . . 3
£ . i

' The New Yo'rk»Ci-iy' Police D_e_parﬁnent: : _' _ Page 60 "

' NORTHERN VIRGINIA (Virginia Paintball) T

e The Salafi Mosque. The Dar Al-Arqam, in Falls Church; Virginia.served-as a -
Salafi ideological incubator for the Virginia cluster. It was used as-ameeting =
_place for extremists and where members of the Virginia cluster were exposed to -
‘radical rhetoric and people SR R -

-~ Ali Al-Timi_fni, a Salafi and doctoral 'student.ih cdmputatiohaljbio'lt)gy, B
- frequently gave lectures at the mosque and became the cluster’s spiritual

- and intellectual leader and mentor to many in the group.

.O_

Prosecutors alleged that al-Timimi enjoyed “rock star”statiis.- Hehad .
- -enormous charisma, wielding significant influence over this group of young-
Muslim men in northern Virginia®- . ¢ 0 o

* Randall Todd Royer, a convert, former U.S. eifmy_rherﬁber and veteran of
~ the jihad in Bosnia in 1994, lectured at the mosque.and spent time with .~
members of the cluster. ST

o Lectures atthe mosque discussed 'tlje'.righteoiis‘heés of violent jihad in

~ Kashmir, Chechnya, and other places around the world..fae_ o

‘e Gravitating Towards Salafi ISIar’h.; Aft'ér:('neeﬁ‘ng Ali Al-Tihﬁimi"éhdeéndall- '-
‘Todd Royer, some congregants of the group began to.interact with themand =~

_discuss religious matters outside.the mosque. "

. STAGE 3: INDOCTRINATION
- Both the Portland and Virginia clusters, like the European, Canadian and Australian =
groups, withdrew from the mosque as part of their self-imposed-isolation. However, the
~ Salafi mosque never played a significant role in the-radicalization.of the Lackawana . -
"~ cluster since group had not coalesced.in a mosque, but rather at-Derwish'’s apartment. In"
- addition, they made the decision to travel to Afghanistan relatively early-in-their. :

- have traveled to:Afghanistan before they had fully accepted jihadi-Salafi ideclogy. = "
- Conséquently, the Lackawana cluster received their indoctrination into jinadiideology . =
_ “while in al-Qaeda’s al-Farouq training camp in Afghanistan. Although; their infention to. :

' _'_” ,-:'.,-_,;:-€.traﬁié!jto'Afghan'i-_stah'h_zid been to further their pursuit of Salafism, they énded up ina-.
" ‘militant training'‘camp—a place that served both as an ideological and jihadiincubator. .-

: ot~ According to.one of the six, in the spring of-2000, Derwish'- the cluster's -

.7 gpiritual and operational leader, ericouraged several members of the. I
+. . ‘community'to travel abroad, as partof a pilgrimage to salvage and rectify - .
" . their insufficiently devout Islamic fifestyle.” S L e T

Unlike some of the otherradlcahzmggroupsofyoung en, tﬁéi_lia'c:k'a’_w&ria,éids-t»ér' may o
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o - As one of the members of the cluster recounted, "l was. hungry for  ._
knowledge of the religion itself," said Sahim Alwan, one of the college
educated members of the group, “it was a religious quest and yes, we
didn't know about the camp. part _

.. Wlthdrawal from the Mosque The’ Lackawana cluster had-not coalesced in a
“mosque and never spent much time in the town’s one Yemeni mosque. In fact
their travel was a part of their “withdrawal” from Lackawana’s mosque, SR

' envrronment and its secular community.” “Derwish’s private residence had been
the group 's meetlng place for radlcal dlscussmn and further mdoctnnatlon

. Pol:t:c:zatlon of New Bellefs Part of therr mdoctnnatlon while attendmg the
~ training camp in Afghanistan included watching jihadi vndeos———vndeos that =
~glorified the bombing of the USS Cole and highlighted atrocrtles commltted ,
agarnst Mushms in Lebanon Indonesia and Israel. 8 ‘ D

N PORTLAND OREGON (T he Portland Seven)

| . Polrftc:zatlon of New Bellefs Al Saoub a former mu1ahedeen dunng the
Sovret—Afghamstan conflict, introduced the cluster to a, “political agenda’ —an
agenda that would now allow the. cluster to vrew world events through thelr

'newly-acqu:red extremrst Iens

Accordmg to officials, al Saoub became the de- facto leader of the group of ’
" six men who would ultimately travel from Portland fo China.in the weeks’
- following the September 11 attacks. They were plannmg on travehng to
’Afghanlstan v:a China. - A _

o -

o Al Saoub- prowded the members of thlS cluster the polmcal justmcatlon for' s
the group’s ultimate objective, which was to travel.to Afghamstan and fight -

, u. S forces as jthadlStS a8
NORTHERN VIRGINIA (Vlrglma Pamtball)
Wlthdrawal from the Mosque. Beglnnmg in 2000 havmg progressed fo. -

_ preparmg for jlhad the Virginia cluster met frequently in private locations;:
: : ca zatlon w1th dlscussmns. e

e Polltlcrzatron of New Bellefs ln approx1mately June 2000 Randall Royer thez s
“ rconvert. and formerU.S. army member who had fought.in Bosnta asa ]lhadl ‘held .- - -
B prrvate discussions with members of the cluster on his expenences servingwith.. - = -
. Lashkar-e-Toiba {LeT) in Pakistan earlier that year Members of the cluster were
g -;told not to dlSCUSS further any of what they heard e

o f__STAGE a: JIHADlZATION

L ‘ For the Vrrglma and Portland groups the attacks of September 11 served as: the tngger B

" for their. decision to commit tojjihad, - Many of these plotters had previously traveled. -

: 'r""'.abroad and attended tramrng camps where they had completed thelr mdoctnnatlon
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Although travel to Afghansstan--early in thelr radicalization--helped speed up therr
indoctrination for the Lackawana cluster, it may have actually acted as an rmpedlment to

thelr final acceptance of jihad.

- LACKAWANA NEW YORK (T he Lackawana Slx)

. Acceptlng thad/Dec‘ls:on to. Commrt thad Members of the Lackawana ‘
. cluster attended.an al- Qaeda training camp in the spring of 2001, and reportedly
. met with Osama bin Laden and Ayman al-Zawahiri. However, thls exposure to.
militant jihad at a stage in their radicalization before they had yet to fully be
‘indoctrinated in a holy warrior or mu;ahedeen mmdset may have |mpeded their

progressron fo the thadlzatron stage

o Four out of the Lackawana cluster members had left Atghanlstan before |
: completmg the srx-week al-Qaeda trammg course ‘

. Accordlng to one mdlvrdual who had left the camp early, when the srx
- re-united in Lackawana later that summer, they discussed the

T 'rmportance of keeplng thelr expenence quret as though it almost
- never happened S

. After September 11 the members of the cluster lowered thelr proflle B

~in the community. and began a process of separating themselves from
" the entire Afghamstan expenence They even broke contact wrth '
-Derwrsh thelr leader T R B

- o) Only one ot the seven Lackawana Yemems made the mdlvrdual commltment o
fo surcrdal jlhad As one of them noted :

“He [Jaber Elbaneh] was plannmg on gorng to the flghtlng agarnst the
- Northern Alliance, and stuff like that. Basrcally hrs mindset was."| want to.

bea martyr l want to die."

Followmg hls tlme at the camp, Elbaneh never returned to the Unlted .
.States travelmg:msteadito hlS natrve Yemen to llve wrth hrs-wrfe and [ ’

. "In 2006, Elbaneh was. among the 23 men who tunneled out of a -
”Yemem prrson after bemg arrested in 2003 ' i ,

Trammg/Preparatron Although all six underwent mllltant tralnmg, mcludrng

. firing assault rifles, launching rocket—propelled grenades; and. -assembling plastrc :

- -explosives; Molotov cocktails and land mines, these experiences were never '

~transferred-into an. operatlon -Since thlS cluster never progressed any deeper
_into the thadrzatlon stage there was never any evrdence of any operatlonal

B ‘=?'target|ng or plannrng in the U S

e The Result. The cluster was ultlmately dlsmantled and arrested followmg the
_ travel of one member to Bahram in, September 2002 to get marrred He had sent
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suspicious e-mails back to the U.S. discussing what was construed to be coded
language for a terrorist act—an “upcoming wedding” and “big meal.”

PORTLAND OREGON (T he Portland Seven)

. Acceptlng thad/Deas:on to Commit thad Whlle some members of the
"~ 'Portland cluster progressed to the jihadization phase by the summier of 2001, it
wasn'’t until 9/11 that the group. as a whole began seeking out opportunities to .
conduct jihad. Ultlmately they determined that jihad.could be realized as
mu;ahedeen in Afghamstan battllng the American invaders. _

,'-9 'Tralnlng/Preparatlon The group engaged in martlal arts. tralnlng and firearms
- practice, as part of a training regime, specifically to prepare them for their. future
lives as mujahedeen.. In fact some of the. members of this cluster conducted

- practice firing about two. weeks after’ 9/1 1.

.o By mrd October 2001 and on the urglng of al Saoub the cluster traveled to.
' Beijing, inan attempt to enter. Paklstan W|th the ultimate alm of j joining the :

Taliban.

e The Result The group made lts way to Beulng and eventually to Kashgar in
western China. However, they were eventually turned back by Chinese troops at
the Pakistani border.: On their return to.the U.S. in 2002, six out of the seven

_were arrested Al Saoub was kllled by Paklstanl forces in 2003 '

NORTHERN VlRGlNlA (Vlrglma Palntball)

.. Tralnlng/Preparatlon Dunng the summer of 2000 the members of the Vlrglnla S

cluster accelerated their purchase and usage of semi- automatlc weapons,
ammunition and regularly partlcrpated in shooting practice in Pennsylvania and’
Virginia. The individuals in the cluster- clearly saw themselves as soldlers and thls

A “was 'part of their-training.

+.In March 2001,:in _g a,'the cluster used pamtball weapons and
C equment*to practlce small unit: mllltary tactics, with the mtentlon of
smulatmg the actual combat enwronment that they would face

"o By July, another member of the cluster traveled fo. Paklstan to train in. a LeT -
- camp. Allin.all; three members of the group engaged m mlhtary tramlng in- R
. Paklstan before September 11 2001 B o R Lo

- - . The group also prepared themselves mentally by watchlng jlhadl tapes pnor to
: launchlng on thelr Journey to become mu1ahedeen 3 . S

o The cluster S favorlte wdeo “Russuan Hell ! a jlhad vndeo that featured bloody S
‘clips ofa Chechen Muslim rebel: leader executmg a‘Russian prisoner of war
served as a key msplratlonal force ln mamtalnxng the group S zeal and
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courage to contrnue on therr path to become jlhadiStS _ __

- Accordlng to one member of the cluster “They (the v1deos)
motrvated us. lt was hke they gave us inspiration." %

Accepting thad/De01$lon to Commlt Jihad. Arthough some of the individual -
group members-had committed to jihad, the decision to accept jihad as a group
occutrred five days after the 9/11 attacks at'one of the members’ house, in
Fairfax, Vlrglnla The sprntual sanctioner, Ali al-Timimi, told his followers that the
time had come for them to go abroad to- join the' mujahedeen engaged in violent

' thad in Kashmir, Chechnya, Afghanistan, or Indonesia and that U.S.troops were
'Iegltlmate targets. He also told the conspirators that they could fulfill their duty to

engage in jihad by j jormng the LeT in Pakrstan because the LeT was on the
correct path : P : :

o By September 20 2001 four members of the ctuster had departed the U S
for Pakustan and by October all four had part|c1pated in trarnlng ata LeT

camp.

The Result On June 27 2003 'erght of the eleven men were arreéted on
charges they formed a “Vlrgrnra jlhad network" W|th tres to the Kashmiri -
- separatist group LeT. ¥ o _ o
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Since September 11, New York City has been targeted numerous trmes by lslamrc
terrorists. To date, the 2004 Herald Square plot is the only known homegrown plotin
‘New York City that reached the jihadization stage. However, radicalization continues -

- ‘permeating.New York City, especrally its Muslim communities. Two partlcular examples

of how radicalization has transformed residents of this Crty into terrorists include the
: ‘-2004 Herald Square Plot and what we refer to as the “Al Muhajlroun Two '

2004 Herald Square Plot On August 27,2004, shortly before the Republlcan Natlonal
Convention (RNC), Shahawar Siraj and James Elshafay were arrested and charged with
- conspiring to attack one of New York City’s busiest’ subway stations at Herald Square
with bomb-filled backpacks. The RNC was to be held in ‘Madison Square Garden, a-
block away from the Herald Square subway stop, starting August 30™. The attackers '
hoped to collapse the Manhattan Mall, Wthh is |mmed|ately above that stop

. . As documented in court records the plotters had created maps of where they".
would put explosives and compléted a dry fun W|th backpacks to test the pollce
- response on August 21, 2004 % - o .

e ,»A New York federal court found Sll‘a] gurlty of plottlng to commrt a terrorlst act in
United States v.-Shahawar Matin Sirajin. 2006. Siraj was sentenced to 30 years.
James Elshafay, who. pleaded gu:lty was sentenced to ﬁve years

The Al- Muhajlroun Two Although thls case dld not |nvolve any dlrect threat to New
York City or to-the U. S. homeland, it clearly involved the radicalization ‘aspect of the
homegrown phenomena. ‘Both terrorists were homegrown in New York City. That is,

. both became radlcalrzed in New York City to the pomt of being prepared to commrt thad.

- New York Crty res:dents Syed Hashml and Mohammed Junard Babar both members of
" the:New York City chapter of the extremist group al- -Muhajiroun, traveled to the UK and
- joined-up with. elements of al- Qaeda Both became involved in terrorlst actrvntles '

.., overseas.

‘__‘pleaded gurlty to flve counts of proyxdrng and conspmng to prowde money and .
. ':supplres to al-Qaeda in Afghanrstan Sl LT : Ey

e Two years later in June 2006 Brltrsh authormes arrested the other New Yorker

" Syed Hashmi; in ‘London's Heathrow Airport.- He was ‘charged with: aldmg the al-

. ~Qaeda plotto attack targets in London and for delivering. mrlrtary equment and. -
T -funds to radrcal lslamrsts in Pakxstan and Afghanrstan R _




'TheNezu York City.PolicéDepdrbnerzt : . S o Page67

'STAGE 1: PRE-RADICALIZATION - | -

- The Herald Square Plot and The Al-Muhajiroun Two -

‘passmnate but'no ,verzealou

The Env1ronment New York Clty has a dlverse Muslim populatlon of between
600,000 and 750,000 within a population of about 8% million--about 40% of
whom are.foreign-born. Unfortunately, the. Cltys Musllm communities have been
permeated by extremists who have and contmue to sow the seeds of
radicalization-. Muslim communities are ‘often’ more- vulnerable to the radlcals
agenda—an agenda that uses Istam as the center stage for spreading and-
justifying extremist views. Radlcallzatron is indiscriminate and those attracted to
it include New York City cmzens from all walks of life, ranging from unuversnty :
students, engineers; busrness owners teachers Iawyers cab dnvers to- -

constructron workers

The Candldates Slmtlar to the members of both the overseas and domestlc
case studies, the New York City extremlsts were male Musllms approx1mately

~ between 20- 30 years old. -

o Shahawar Matrn Srraj was a 23 year—old Paklstanr rllegal rmmlgrant at the
time of.his arrest, He was member of the Ismaili sect of Islam, a persecuted
minority in Paktstan prior to. commg to the Unrted States a teenager wrth hrs

' famlly in 1 999

= Siraj descnbed hlmself as havmg attended Chnstlan schools m
Paklstan and havmg httle mterest in relxglon A S

o James Elshafay was a troubled young man who was: lookmg for drrectton in
life. He was the 19 year-old sonof an Egyptian father and Irish Cathollc
mother. He converted o Islam at around age 12, at his Egyptian father's
insistence and dropped out of school after failing three times to complete the -
ninth grade Elshafay spent hlS teen years dnnkmg and takmg drugs '

o Twenty-sux year—old Paktstanl born Syed Hashml attended Robert Wagner o

- High School in Long lsland Clty and graduated from Brooklyn College in 2003_." Ce
- with'a degree in’politi e He, W

o "o'v Muhammad Junald Babar was a 29 year-old Pakustam born man whose

family’ moved to;the Umted States when' he was two- years—old Babar spent o
'most of hlS formatlve years tn Queens : . e

Babar attended -L ';Salle Mllttary Academy, an all boy mllrtary
' -boardlng school in. Oakdale, Long lsland and graduated Wlth the rank " -

| '._~0f Second Lleutenant m 1_994

= He studled pharmacy at St John s Unnverstty |n New York but
_' dropped out pnor to completlng the currlculum o _
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STAGE 2: SELF—IDENTIFICATION , ’ Ce

-Far from betng only a European phenomenon many young Muslims in- New York City
are also struggling with their identity-and often fall prey to the extremist ideology.
Dissatisfied with the direction and values that traditional family and religious teaders can

-offer, they are drawn to alternatlve leadershlp and socral groups to fill those needs

Salaﬂ lnﬂuences and lncubators

ThlS Salafl |deolog|cal mfluence has engaged the cxty S Mushm communlty through a

| variety of conduits. An individual's first exposure to these more extremist interpretations

| of Islam is often facilitated by informal groups or clusters of young men. These.informal

| social networks themselves are usually associated wrth a particular venue — community
-] center, non-governmental organization, university group, housing project, café or even a.
L partlcular mosque and prowde an envuronment conducnve to radlcahzanon

.Non-Governmental Organlzatlons (NGO s) lncreasmgly, Salafn NGO s are _
proliferating this militant ideology by distributing literature from Salafi ideologues such as v
- | Sayyid Qutb, Sayyid Mawdudi, and Hassan.al-Banna. Moreover these entities are
* | seeking to widen their appeal among students by sponsoring joint Salafi-based events

-with local MSA’s, subsidizing Salafi oriented adult tearnmg classes and by. provndmg
ol forums for young, dynamtc xmams who espouse a more pohttctzed form of Istam.

- -Baokstores, Cafes, Hookah Bars, and Intemet Cafes. Other seemtngly benlgn

‘venues among diaspora communities can often serve as locations for indoctrination and
_comprise a radical subculture within the city. The présence of radical literature,
‘extremist tapes and access to jihadi-Salafi websites make these locations incubators
. that can nurture extremist thoughts and rhetoric and.can’ further the. radlcahzatlon
process (as evudenced by court records of the Herald Square case). .

| Muslim Student Assoc:atlons Among the social networks of the local umvers:ty
population, there appears to be a growing trend of Salafi- based radicalization that has
| permeated some Muslim student associations (MSA’ s). Extremists have used these
- | university-based' organlzatlons as forums for the’ development and recruitment of like-.
“minded individuals - provrdmg a receptxve plattorm for younger,: Amencan born imams,
present aradical; message in‘a-way that resonates with-the students.:: “For exampte
00K’ ,Acreasmgty being’ crted for-discussion by. many ‘of these associationsiis: -
v'Muhammad Ibn Abdul Wahhab s Ki tab At—Tawheed the foundatlonal book for Wahhabt

. Extremlst therature from Saudl Arabla The “Noble Quran' ” publrshed by the Saudt-

| based al Haramain Foundation, is a Wahhabi/Salafi version of the Quran, which found
© 7+ Fits way into the. New York State.Correctional system Although the Quran is.in Arabic, it~
o )ds supplemented. by footnotes and appendices that'are-written in ‘English. These, wntten-: 1
B by Saudl rehgrous authontres are non-tradmonat mﬂltant lnterpretattons of the Quran B

~_~-A recent rewew in The M/ddle East Ouarterly characterlzed thrs versron as readlng more
like a supremacust Mushm ant: Semlte ant| Chrlstlan polemlc than a rendltlon of the

o flslamrc scnpture
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As these young Muslrms explore their Islamic identity, their activist spirit causes them to
gravitate to the more militant message of jihadi-Salafi Islam—a message that calls’ for

aggressive action rather than steadfastness and patience. As Shamsi Ali, Deputy: Imam.
of the Islamic Cultural Center of New York and drrector of the Jamarca Muslim Centerin ...

"Queens notes

“There are local preachers who distort our faith to fornent hatred of Amerrca
“There are people who, rather than encouraging young people to build better lives
for themselves, rrresponsrbly egg them on toward an angry and narrow view.of .
the future. | see this danger every day. As a scholar of.the Koran and communrty '
leader in New York, | work closely with hundreds of Muslrm teenagers Toa
person, they have typical American dreams of becomrng doctors business
people, baseball players, you name it. But | know Muslim young people well’

* - “enough to understand that some who are susceptrble to dangerous rdeologres L
could turn in the wrong drrectron S , L »

X3 Grawtatrng Towards Salafi lslam Imam Alr S comments accurately reflect whatl.
- appears to- bea growrng jihadi-Salafi subculture wrthrn the City. -In New York ‘
City, Salafism comes in many.forms to include sermons given by’ vrsrtrng radrcal
~ imams, the sale of jihadi tapes, extremist websites, lectures and.other activities
sponsored by extremist student associations, as well as traveling Jamaatls or .
pilgrimages to and trom extremrst madrassas and mosques and radlcal llterature )

from Saudr Arabla

' As the members of both the Herald Square Plot and The al Muhajrroun Two =
“searched for their rdentrty they encountered a variety of extremist incubators,-
- which resulted in their mtroductron to Salafi and ultlmately jlhadl rdeology (See

Text Box p- 68)

o In the late 1990 S Syed Hashml jorned the lslamrc Crrcle of North Amerrca
(ICNA), a Jamaica,; Queens- based Muslim NGO sponsored youth group as a
means to explore Islam.: Subsequently; ICNA’s message was too passive for

' Hashmr and-he moved.from ICNA to attend meetrngs -of al- Muha]rroun -
where hrs extremrst transformatron took root o

_ . "_ﬁlled wrth Salafr doctrlne andiits. tecommendsd literature o
_j__,rncludes the'wi iting: and beliefs of such. Salafr |deologues as Sayyrd Qutb S
.Sayyrd Mawdudr and Hassan al Banna SO e B

= AL Brooklyn College in 2002 Hashmr was rntroduced to the views of al- o
_". Muhahjiroun; an extremist organrzatlon 9. There he became-a drfferent :
L _person and by the time he graduated‘in 2003 with a degree in political -
. science, "Hashmi had- become somethrng of a magnet and powerhouse e
L recrurter for’ al Muhajlroun e ERRE . 4 ~

“o The lnternet appears to have had the most sngnrflcant effect on Mohammed
- .Junaid Babar.” Once: he began his’j journey exploring’ Salafiiideology, Babar -

.. dropped.out of St. John’s University: pharmacology program and took on odd.
o ]ODS such as valet parkrng, wrth no specmc career goals The lnternet o
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introduced h|m fo al Muhajlroun Wthh ]USt like Hashml became h|s .
ideological mcubator ' : v

= Accordmg to Babar,. dunng the 1990 S “they (al- Muhajlroun) had
representatives in New York. | was able to-meet them on the lnternet We
spoke numerous-times over the phone and there was also a lot-of -
literature available on the internet [ was able to see.” As a result of- this
interaction; he became mcreasmgly polrt|C|zed and began seeklng unity
for the Musltm world 103 -

Shahawar Matin Sll‘aj and James Elshafay S paths to radxcallzatlon traversed a
bookstore—an Islamic ‘bookstore which became an extremist mcubator for both
as they progressed through the stages of radrcahzatlon ' : :

o Soon after September 11, Slra] began worklng in hlS uncle S lslamrc _
bookstore, which was. Iocated next to a Sunni mosque. He started to read the
books in the store and attend prayers at the mosque and took an lnterest in .
learning more about Islam o : ,

o In August 2002 at age 17 Elshafay traveled to Egypt to vnsrt relatlves——a VISltt i
that is belleved to have led to his newly-found rnterest in lslam 105. "

- When he returned to New York City, he sought out more lnformatlon
* about lslam Wthh Ied hlm to the lslamlc bookstore where Slraj

- worked

' STAGE 3: INDOCTRINATION

The lslamlc bookstore and al- Muhajlroun contmued servmg as the extremrst mcubators
for both the Herald Squiare plotters and the al-Muhajiroun Two, respectively. Because
each of these extremists established early: roots-in these incubators, the mosque never -
played a major role in their radicalization journey. In retrospect, both the bookstore and
al- Muhaproun served as sanctuanes from thelr wnthdrawal from malnstream socnety

L ?_became hls, enue for transfemng hlS Salafl Ilke mlndset to hlS perceptlon of S
o global issues - R P - Cn o

o Polltrcal dlscusswns coupled WIth the constant exposure to extremrst .
. literature sold‘in the bookstore hardened the Herald Square plotters pohtlcal
I wews and they began formmg therr polltlcal agenda T : X

As early as November 2002 Slfaj satd that suumde bomblngs in lsrael _
- ‘Were not suicide, but revenge in response to Israeli atrocities and that :
he would do'the same thing. ‘He also stated: that the mission of 9/11 "
.-was not complete callmg for.more attacks on the Umted States o
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. Elshafay regularly vnsnted Su'aj at the bookstore looking to him for.
rehglous guidance. They would watch jlhadl videos. Also, Siraj would
give Elshafay books that clalmed Jews: were conspmng to.take over

the world economlcally

108
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Details of Babar and Hashmr 's experrences as part of al Muhajiroun dunng the _~
indoctrination phase in New York City are scant. Moreover, al- -Muhajiroun has since
disbanded in New York City:. However, a splinter organization from al-Muhajiroun -- the

" Islamic Thinker's Society still exits and is worth analyzing as-a “stand in” for al-

‘Muhajiroun, as it provides a similar ideological stepping stone to hardened and
‘polmcrzed lslamlc extremlst rdeology (See Text Box’ Below) - :

Al Muhajlroun and Islamlc Thmkers Socnety

Al- Muhajlroun was: founded by Synan mllntant Omar Bakn as an affiliate of the local
branch of the transnational Hizb- ut-Tahrir movement. Although al-Muhajiroun has
since dlsbanded in the UK, a number of offshoot organlzatlons have emerged

1e 'The Islamic Thrnkers Socnety (ITS) lS an. organlzatlon pnmarlly composed of 2nd_ .

1" and 3rd generation college age Amerlcans of South ‘Asian and Middle Eastern -

- descent-and espouses the 'same extremist worldview as al-Muhajiroun. Their.
ideology is underpinned.by a politicized Salafi outlook that describes the United-
States as a nation of kuffars, or unbellevers They do not respect U.S. “man-
made laws” but rather seek to rmplement shana and restore the Caliphate. '*

| lslamrc Thlnkers Socnety clalms that the worldwrde Muslrm communrty is under
“attack by a hostile West. It alleges that the West's strategy to undermine Islam
‘combines social, cultural, political, ‘economic, and: mrlltary aspects. In an effort to‘f :
support its arguments, ITS posts’ regular statements on its website aboutthe = -
‘wars in Iraq and Afghanistan, the Palestinian-Israeli conflict, Kashmir; and other -
' global issues typically-important to Muslims worldwide. 1n this regard, the .

Musllm commumty However lTS is- careful not to exphcrtly call- for vrolence

e The group has a Wahhabr onentatlon and is qurck to lmpart “takflr upon other
Muslims who they consider apostates. 1TS looks to the writings of influential
Muslim ldeologue Sheikh lbn Taymiyyah, who inspired leading Islamist’ thinkers
such as Muhammad lbn Abdul Wahhab and Sayyid Qutb, among others. A

“f.lmam Shamsi Ah Deputy lmam of the lslamlc Cultural Center ofNew. York and
“director of the Jamaica Musllm Center )
__a-.“small organlzatron ‘based in "Q, ich: routlnely chooses ‘anger.over.:
~constructive action.” In March: 2006 therr mtolerance was'on full display as they 1
_ fidlsrupted an annual.religious Shi‘a. Ashura procession on Park Avenue.in Manhattan. '

"}:“The mischief mongers manhandled a religious’ scholar, calling him an: infidel, and-
~. |- spread materials. mockrng lslamrc jurists they consider too moderate.”. '* Moreover
.- | the small knot of angry young men. waved placards which read. “Shia are NOT -

e Musllmsl“ and "Shra is made of SUperstrtlous elements of Judalsm s

e -ITS and other s:mrlar organrzatrons serve as lndoctnnatron accelerants due to theur -
- { ability to act as both incubators and prollferators of radicalization.” Their use of the
f_Engllsh language as well.as. the internet’ amplmes their message and specrf cally 1
| resonates-with 2nd and 3rd generatlon Muslims-in:the West, many of whom speak or ol
“read little, if any Arabic.  Thus;even in the. virtual world, this organization: o

group’s call'to jihad: represents a‘justified resistance in defense of the worldwrde '_ |

Queetis, cited the Islamic Thinkers: Socrety o

N _successfully recruits, mdoctnnates and trams aspmng extremlsts
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the subway statlon at Herald Square

STAGE 4: JIHADIZATION - . o

Accepting"Jihad‘/Decision to Commit Jihad. By the s:pring of 2004, less ,than» :
two years from the time that both began to become radicalized, Siraj and
Elshafay progressed to the Jrhadlzatlon phase—havrng now deClded to put

thought to action.

o Asa group, the Herald Square plotters. agreed‘ to conduct an actual attack -
against the people of New York City. They dlscussed various targets
rncludlng bridges and police statrons

For Babar of the al- Muhajlroun Two the attacks of September 11 were the flnal

_straw that solldn‘red his commitment to jlhad Hashml soon followed surt

o According to Babar although his mother had worked in. the World Trade
- Center, the attack had made him more committed toward the cause of jihad.
-He had wanted to fight a jihad in ‘Chechnya and the Palestinian territory but
-had not been able to make the right contacts.. After September 11, he knew.
-that-Afghanistan would be hrs only opportunrty to partlcrpate in phad He left
New York the next week o

e Babar rnltrally traveled to the U K. and to Pakrstan wrth the
lntentron of going to Afghamstan 116

Hashml moved o Bntaln from Queens in 2003 and allegedly

. allowed his London flat to be ised to store supplies and money
that Babar was shipping-out to. Abdul al Hadr al-raqi, then head of
al-Qaeda’ S operatrons in. Afghamstan

Attack Plannmg Sll'aj and Elshafay dlscussed a varlety of targets rncludmg :

NYPD precincts on Staten Island and 1{238 Verazzano Brrdge before settling on

o The plotters conducted reconnarssance on. the subway statron and even

. lested law enforcement: response to their attack plans by. placing knapsacks
;-:_.trlled with'clothes on: the platform: and timing 1 how long lt would take the SRR
authontles to respond LT : ~

foe 'T'ralmng/Preparatlon Babar spent consrderable trme in Pakrstan mttrally ,
- residing rn_al Muhajlroun s offrce in Lahore before buyrng an apartment there m =

”",2002

»" _ o Over the next two years the flat became a temporary home toa conveyor

belt of radicalized British‘Muslims, many. of- whom llke Babar had been born
inF Pakrstan and wanted 0 flght 19 S S :

B o Babar contlnued hlS jrhadtst support actlvmes by seekmg ways to smuggle

‘money and military supplies to-a senior member of al-Qaeda in Pakistan, and o S

- assrstrng ln two separate attempts to assassmate General Pervez Musharraf

©in 2002
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« In January and February 2004, Babar personally delivered night-_
vision goggles, sleeping bags, waterproof socks, waterproof ponchos
and money to'a hlgh rankmg al-Qaeda official in South Waziristan. ™'

'The Result. The radicalization of both the Herald Square plotters and the al- -
* - Muhajiroun Two did not result in an actual attack and direct loss of life; however,” - .
‘these radicalized New Yorkers indirectly supported at least one attack (London: July ’
7, 2005), and continued facalrtatmg the radrcallzatlon trend among young Western

- Musllms

- o Herald Square Plot. On August 27 2004 Siraj and Elshafay were arrested and
charged wlth consplnng to detonate a bomb i in the Herald Square Subway

' statlon

‘o Although the defendants never had possession: or control of a bomb
according to the court records, Mr. Siraj already had a computer disk-
containing instructions for making different explosive devices, had showed it

~'to the police informant and had asked him to make copres of the CD This file

was called the “Cookbook” 122

e AI-Muhajlroun Two. Babar was arrested-in New York Clty in Apnl 2004 after
his return from Pakistan.'?> Almost two years later, in June 2006, British - :
-authorities-arrested Syed Hashmi, the Brooklyn College graduate, in London's

" Heathrow Airport for his suspected role in aiding an al-Qaeda plot to aftack
targets in London and delivering mllltary equrpment and funds to radlcal Islamists
- in Pakrstan and Afghamstan _ S :

o At the end of April 2007 followmg the successful convrctlon of flve mdrvrduals
in the U.K. responsible for the Fertilizer (CREVICE) Plot, Queens-ralsed '
Babar was exposed as akey al-Qaeda support operative, facnlltatlng the
transit and training of both the CREVICE Plot conspirators.as well as one of
the July 7 2005 bombers to a training camp m Malakand Paklstan in July

2003. 124

At thfs camp, -Omar. Khyam (CREVICE) and Mohammed Srddlque |
an, (L ndon 7/7) learned how to handle weapons and explosnves

, 'nfessed to havmg supplred people who attended the trarmng o

* . ‘camp with aluminum powder and attempted to buy ammonium nitrate - -

- for them “with the knowledge that 1t was gomg to be used for a plot '
'»:somewhere in the U Kt . _

‘ _:f o When Bt’ltlSh secunty ofﬂcrals apprehended Hashml in 2006 he had been - .
: preparing to board a plane for Pakrstan carrylng a large amount of cash and
supplres e A , , R

The supplres had mcluded ponchos torches and boots useful for
recrunts ﬁghtlng us troops |n remote parts of Afghanrstan
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) 'SEPTEMBER 11 REVISITED | | | SO

HAMBURG (September 11, 2001 Attack). On the morning of September 1, 2001

- nineteen terrorists hijacked § four commercial passenger jet airliners. Each team of -

‘hijackers ircluded a trained pllot “The hijackers intentionally. crashed two of the alrllners T

.- into the World Trade Center in New York City, resulting in the collapse of both bulldlngs

* the death of nearly. 3, 000. people and irreparable damage to nearby buildings as wellas:
* . to'the families of those who.were ‘killed-and injured. The hijackers crashed a third. plane .

-into.the Pentagon near Washington, D.C. Passengers.and members of the fllght crewof

. a fourth aircraft attempted to retake control of their plane from the hijackers; that plane

" crashed into a field near the town of Shankswlle in rural Somerset County :

' ‘Pennsylvama

“The 911 huackers were comprlsed of two dltferent groups of young Mlddle Eastern o
males. One group, thé leaders/pilots, had spent considerable time in the West, - T
specn‘lcally in Hamburg, Germany, while the others, primarily the Saudis, had spent thelr, -
formative years in the Middle East. The’ radicalization of the leaders/pilots of the 9/11- 7
" hijackers occurred primarily in Hamburg, Germany and followed almost the same exact
trajectory that young Westernized men in Madrid, Amsterdam, London :
Sydney/Melbourne and Toronto would ultlmately follow

A review of some of the llves and experlences of the 9/11 huackers shows glanng _
~ similarities to the’ llves and cnrcumstances of those involved in prewously dtscussed case‘; -

A 'studles
*'STAGE 1 PRE—RADICALIZATION

. The EnVlronment ln the 1990 S, the Arab communlty in: Hamburg was relatlvely.i'
~ small—small enough where people knew each other-and each other’s religious-
_inclinations. The younger, more Salafi-minded Arab Muslims, usually- between .

the ages of 16-30, did not have their- own group or clique; rather-they were
dlstnbuted among the vanous lnformal groups——some rellglous some not

. The Candldates The members of the Hamburg cell were part of a larger and o |
.. more dynamlc group of llke mlnded individuals.  Primarily these were: students L
‘ Ve ehgtous apollttcal -and with unremarkable.

n‘:.Engllsh Western educated and accustomed

- o Mohammed 'Atta began hlS transformatlon as an accompllshed Egyptlan S
. student in’ archltectural de5|gn ‘while studying in Germany in 1992 He was o
S ralsed ina stnct but relattvely secular mlddle class famlly N : R

o Marwan al Shehhn was a tormer UAE soldler who had quallfled for a

: scholarshlp to study in Germany m 1998 He was a qwet man who always o

- wore’ western clothes

o. Zlad Jarrah a Lebanese was ransed ina wealthy famlly that llved a secular..vg'- o
. hfestyle ‘Jarrah, who was pursumg a technical degree, dated a Turkish . . -
‘_ dental student whlle studylng in Germany Jarrah was descnbed as’ the o
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_playboyf of the group He frequented popular discos and drank beer with hrsl
classmates .

o. -Ramazi: b|n al- Shlbh was Yemem and came from a.moderately relrglous family-
and he was familiar-with the Quran. From 1987-1995, he worked as a clerk
for the International Bank of Yemen. He: applied for asylum in Germany: using
‘false documentation and moved to Hamburg where he met Atta in 1995. ™

o Zakanya Essabar was a Moroccan crtlzen who moved to Germany in 1997
- and.to Hamburg in 1998. He studied medrcal technology and met bin' al-
Shibh through the mosque: :

o Said Bahajl was born in Germany but raised in Morocco He attended the -

Technical University of Hamburg- -Harburg (TUHH) in-1 996 in pursuit of a
- career as.an electrical engineer.. He had no formal Islamic education and
was known to be a fan of vrdeo games and Formula One Racmg

"o Mounir Motassadeq, a Moroccan who came to Hamburg in 1995 to study
’ electncal engrneenng at TUHH. 1 ' L

| STAGE2 SELF—lDENTlFlCATlON '_ o

e Grawtatmg to Salafl Islam As one of the few gathenng places for Mrddle ‘
Eastern Muslim students in Hamburg, the Al Quds Mosque in: Hamburg became . .
- the ldeologlcal incubator for the Hamburg cell: In fact, many of the 9/11 terrorists
met.in the mosque: and galvanlzed the relatlonshlp that ultlmately formed the

Hamburg cell

o Mohammed Atta amved in Hamburg seekmg to be a successful archltectural -
designer. While he had numerous acquaintances, his introverted and dour
- personality closed him off from much of German culture and society. As his
isolation from his friends and family-in. Egypt grew, a newly-found reliance on
religion took hold. Atta began praying five times a day, strictly observing a

halal dlet1 3and avordmg normal student social. events llke clubs and sportlng "

o 'events

’ returned even more reserved |ntolerant and intense in his -
~ -observance-of sharia. He began to grow a beard and spent
rncreasmg amounts of tlme at the mosque Lo

0 Jarrah s relrglous transformatlon followed hlS 1996 trlp to vrsrt hlS famlly in.
Lebanon dunng holrday break : I .

= ltis unclear what occurred there but Jarrah returned more: devout Lo
- causingfriction with his secular glrlfrlend in. Germany He began o IR
-'chastlse her. for not belng sufﬂcrently devout 134 ‘ : , R

u By 1998 Jarrah began spendmg trme at the Al Quds mosque wrth bln L
al- Shlbh and eventually Atta o -

""",ollowrng atrip to. Egypt-and his. return'from hau in 1995, Atta becamej"";, SR,



'T'he_ New York City Police Department Page 78

o The death of Marwan al- Shehl s father may have been the catalyst for his -
transformation. . Soon after his-father passed, he became more pronounced
in hiis faith and stopped wearing Western clothes. In early 1998, he
transferred to school in Hamburg and soon joined Atta s relrgrous study

| group 186

e The Salafi Mosque. Al Quds Mosque served as the initial radicalization venue:
for the members of the Hamburg cell.. Founded by Moroccans, but with an
ethnically diverse congregation; the Al Quds mosque was known for its harsh
jihadi-Salafi rhetoric, The mosque would regularly sponsor radical imams, who
encouraged krllmg of unbellevers martyrdom and thad '

o By 1996 Atta had developed a circle of acquamtances and was also led :
, many of the student rehglous study groups

o As members of these drfferent study groups Atta met both Mounrr '
Motassadeq, the Moroccan électrical englneenng student and Ramzi bln al-

' Shtbh

o .Over tlme Atta and-bin al-Shibh- become rellgrous mentors for the study
: groups——acceleratrng the prollferatlon of the Salafist message for other
students, who were seeking:identity through rellglon to rnclude Zakanya
' Essabar Sald Bahajl and. Mounlr Motassadeq

'i_- The Hamburg cell formed as these men spent countless hours

thmklng, talklng, readmg and debatlng thtS lnterpretatlon of lslam 7 |

STAGE 3 INDOCTRINATION

e Wlthdrawmg from the Mosque In 1998, as the Hamburg cell became further
- radicalized, the group moved their meetings from the mosque into both'a
. bookstore near the m_osque and Atta S. resrdence—_an apartment W|th Wthh he A

I -they named “Bant al-Ansar” or The House of the Supporters of the Prophet
- The group, along with some others held weekly meetrngs at the residence -

wrth a focus on ]Ihad 138

e :Pal:trcrzatlon of Bellefs Mohammed Haydar Zammar an auto mechanlc and
. one of the members of the Hamburg jihadi-Safafi communrty, was instrumental in
‘ -:advancmg the group’s-objective towards political activism:- He was the Hamburg

- group's “spiritual sanctioner”. ‘Asa Jjihadi veteran who had’ fought in Afghanistan _' .

: ':_ ‘and- Bosnia, the 300-pound, Synan “born Zammar used his bona fides as'a -
- _mujahedeen to support the legltlmacy of jlhad and the necessnty for itin response
j'to the confllcts in. Afghanrstan Bosma and Chechnya ' ’ _
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Addrtronally, Atta was already studyrng other terrorist groups with political
agendas

o Attahad a home page on the unrversrtys server and with two- clrcks of the
mouse, he was abte to:access the home page for Hamas the Palestmran

terrortst group

STAGE 4: JIHADIZATION

Although the concept for the September 11 plot was already in the plannlng stages of al-
Qaeda in 1996, it wasn't until 1999 that the critical piece to conducting the aftack arrived
on bin Ladin’s doorstep: the. first four members of the Hamburg. cell--fluent in English; -
Western-educated, and accustomed to Western culture and lifestyle. Upon having -

‘accepted jihad-as a means to an end whrle in Hamburg, Mohammed Atta, Ramzi bin al—. o

Shrbh Marwan al Shehi and Ziad Jarrah departed Germany for jrhad in Afghanlstan

In’ years followrng September 11, 2001 ‘both the Al- Muhajlroun Two and Mohammed
Siddique Khan, the leader of the: 7/7 ‘London bombers, among others, would follow Atta "
and the Westernized 9/11 hijackers’ footsteps commg to Afghanxstan/Paklstan with the

- intention to conduct jihad as mu;ahedeen in the regron but instead be re- dlrected to

launch a terronst attack |n the West

o Acceptmg thad/Deasron fo Commlt Jihiad. Accordmg to h|s former
students, at a certain point, Mohammed Atta began to both believe and preach -
that the Quran provrded the answer and necessity-of jrhad to get'rid of the Jews -
and Americans.'® “He used his religious study sessrons to further push the - '

group towards a srmllar acceptance of thad

By the end of 1999 the group 's adoption and rndoctrrnatlon rnto jlhadl ldeology
. became complete. ‘Discussions shifted from debates-on whether or not jihad was :

legitimate or not to. where and how should they become jlhadlStS The group now. -

wanted to fight lt jUSt had to choose the war. v

: f_ o Orrglnally, the group had planried to go to Chechnya to frght the Russrans

e ithe phad However, as’a result of a chance meeting on'a bus, they were
jdrscouraged them from gomg to Grozny and mstead decrded to go to
e Afghanlstan for tramlng v A _

Mohammed Zammar the auto mechanlc and former mulahedeen
_.;'played an |mportant role in helprng them realizing their goal of
' -partrclpatmg in jlhad as he ran a travel agency for jlhadrsts seekrng to B

S :.go to Afghanrstan

« In November of 1999 Atta al Shrbh al Shehr and Jarrah departed
" . Germany for: jrhad training:in Afghanistan.’ .Following a route- desngned
- by Zammar, at least two flew.via Turkish airways to Karachi; Paklstan
via lstanbul Turkey From there lt was. on to Kandahar Afghanrstan

“ ... -Russian:atrocities’ against ! Muslims.in Chechnya-had motivated: them to. jom V, L
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. Trammg/Preparatlon Once in Afghanistan, Atta and -company were -
approached by Khalid Sheikh Mohammed and recruited for the September 11
plot. There they met other al-Qaeda-trained consplrators Hani Hanjour, Khalrd

al-Midhar and Nawaf al- Hazml

R Upon Atta and hlS three fellow compatrrots return to Germany, in the sprmg
of 2000, another four from-the Hamburg cell--Abdelghani Mzoudi, Mounir
Motassadeq, Zakariya. Essabar and Said Bahajt—left Germany to trainin

Afghanistan, '

. Attack Plannlng Although the targets and mode of attack had already been
determined by al-Qaeda, upon his arrivalin the United States Mohammad Atta.
planned every phase of the September 11 operation, including deSIQnmg the
teams and assigning roles for all four groups of hijackers, arranging the flight
training, reconnmtenng the. alrplanes and the fllghts and lastly, choosing the date._-

‘o Atta was not a veteran mu;ahedeen ‘nor was he an expenenced or - _ _
-acconiplished terrorist. Yet, the September 11 plot's success was enabled R
. by an intelligent: and d|$C|pl|ned individual who became radicalized while in -+ * -
a Western country, and “joined” al: Qaeda (not recruited from above) while - -
seeking an. opportunity to fight in Chechnya. He took on the role of -
operatlonal leader" for thlS plot o

. The Result On the mormng of September 11, 2001 the nrneteen hljackers g
, carned out thelr devastatmg attack on the Unlted States

. 'Wrthout a group of radrcallzed phadrsts who had been homegrown in the West to
lead this plot, the chances of the 9/11 being a success would have been reduced ‘-
-considerably. The Hamburg group underwent a process of homegrown .

_ radicalization that matched almost exactly those.of the Madrid, Amsterdam, London

~ Sydney/Melbourne and Toronto clusters. The primary difference between the 9/11.
hijackers and the 7/7 bombers was that when the members of the Hamburg cluster -
came to Afghanlstan in search- of becomlng mujahedeen, they were recruited for a

- plot againsta third country -- the U.S.-- and not redirected to conduct jihad against =
their place of res:dence in the West as 'was Mohammed Slddlque Khan - agalnst SRR

- ._’_the UK.
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FINDINGS AND IMPLICATIONS | T

FINDINGS'

‘o Al-Qaeda has provrded the lnsplratlon for homegrown radicalization and E
terrorism; direct command-and control by al-Qaeda has been the exceptlon
rather than the rule among the case studres revrewed in thls study

. The four stages of the radlcallzatlon process each wrth lts distinct set of
indicators and signatures, are cledrly evident in each of the nearly one dozen

: terronst-related case studles revrewed in this report

vo,"‘ In‘spite of the dlfferences in both cwcumstances and envrronment in each of
 the cases, there'is a. remarkable consistency in-the behavrors and trajectory, ,

: of each of- the plots across all the stages
o »ThlS consrstency provrdes a tool for predlctablllty

Te »,The trans national phenomenon of radlcallzatlon in the West is largely a functlon
- of the people-and the environment they live in. Much different from the lsraell--
Palestlman equation, the transformation of a Western-based individual toa
ferrorist is not triggered: by, oppressron ‘suffering, revenge, or desperatlon
' Rather, it is a phenomenon that, occurs because the individual is looking for an -
-ldentlty and a.cause and unfortunately, often flnds them inthe extremlst lslam

. ._;’_‘There is no useful proflle to assrst law enforcement or mtelllgence to predlct who ,
" will follow this trajectory of. radicalization.” Rather, the individuals who take thls -
course begm as' unremarkable from vanous walks of life. ' S

. Europe S fallure to mtegrate the 2"¢ and 3"’ generatron of its lmmlgrants into
~ society; both economically and socially, has left many young Muslims torn
between the secular West and their religious heritage. This inner conflict makes
- them especially vulnerable to extremism—the radical views, phllosophy, and
. rhetonc that is highly advertised and becomlng more and more fashlonable
* among young Muslims.in the West.. " o : L

;re3|stant but not immune to the radlcal message

o":i-‘ Desplte the economlc opportumtles in the Unlted States the powerful
gravrtatlonal pull of individuals’ religious roots and identity sometimes -
".supersedes the assimilating- nature .of American society which mcludes ,
pursurt of a professronal career fmancual stablllty and matenal comforts

C el The thadlst |deology comblnes the extreme and mlnonty lnterpretatlon [jlhadl- -
L -Salafi}, of Islam withan activist-like commltment or responsibility to solve global - -
R polltlcal grievances through violence: Ultlmately, the jinadist envisions a worldi m:-
PR _'.Wthh uhadl-Salafl Islam’i is domlnant and is' the basrs of government BT

- o ThlS ldeology is prollferatlng in Western democracxes ata logarlthmlc rate..
The lnternet certam Salall based NGO s extremlst sermons: /study groups
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K The subtle and non-criminal nature of the behawors involved in the process of -
radicalization makes it difficult to identify or even monitor from a law enforcement
standpoint.  Taken in lsolatlon individual behaviors can be seen as innocuous;
however, when seen as part of the continuum of the radicalization process; their

- significance becomes more important. Consrdermg the’ ‘sequencing of these

- behaviors and the need to identify those-entering this process at the earliest
possible stage makes intelligence the critical tool in helpmg to thwart an attack or '
even prevent the planmng of future plots

IMPLI CA TIONS

’The global thadl Salafl movement poses a significant challenge to law enforcement and
intelligence since the radicalization phenomenon that drives it is spontaneous, .

- indiscriminate, and its indicators are subtle. Identifying. whether an mdrvrdual is bemg
fradlcallzed is hard to detect -especially i in the early stages B

- The mdrvrduals are not on the law enforcement radar. Most have never been-
arrested or involved in any kind of legal trouble. Other than some commonalities.
in-age and rellglon Jindividuals undergoing radicalization’ appear as “ordinary”
citizens, who look, act, talk, and walk like- everyone around them. .In fact, in the
Unrted Kingdom; it-is precisély 1 those “ordinary” middle class university students
’ who are sought after by local extremrsts because they are clean skms" ‘

e Inthe early stages of therr radrcallzatlon these mdrvuduals rarely travel are not
partrcrpatlng in any kind of militant activity, yet they are slowly burldlng the
-mlndset intention, and commrtment to conduct jrhad S ~

As evrdenced by all eleven case studres these groups or clusters of extremrsts

. Act autonomously, can radlcahze qurckly, and often are made up of lndlvrduals
who on the surface appear to be well lntegrated tnto socrety

e Are not “name brand" terronsts or part of any known terrorist group For the most =

part, they have little or no.links to known militant groups or-actors. Rather they
: . are like-minded individuals who spend time together-in clusters organlzed
- originally; by prevrously establlshed socnal network lmks LT e

; ;-._Are not-crlme syndrcates and therefore applymg organlzed cnme strategles wrll '
-fall . N : : S : _

. "’The challenge to mtellrgence and law enforcement agencres in the West in general and

- the United States in particular, is how:to- identify, pre-empt and thus prevent homegrown

- .terrorist attacks given the non- cnmrnal element of its indicators, the' high growth rateof =
the process that underpms it and the mcreasmg numbers of its crtlzens that are exposed -

‘ : l::tO it..
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* GLOSSARY OF TERMS o -
- Salaﬂ From the word "Salaf" which is short for “Salaf as-Salih" meaning (rlghteous)
- predecessors or. (plous) ancestors _

) Salaft isa genenc term depicting a Sunm revwaltst school of thought that takes the:
~ pious ancestors of the early period of early Islam as exemplary models. Consequently,
Salafis seek to- purge Islam of all outside influences, starting with the cultures and -
~ traditions .of contemporary Muslim societies, arid restore it to that of an lmaglned 7
- century utopia {the Caliphate). The Salafi interpretation of Islam seeks a “pure” society
. that applies the Quran literally and adheres to the social practices and Islamic law’
: ~(shana) that prevarled at the time of the prophet Muhammad in the: 7“h century in Arabla. :

' jlhadl-SaIafl A mllltant lnterpretatlon of the Salafr school of thought that ldentlt” ies
violent thad as the means to establish and revive the Caliphate. Militant jihad is seen
not as an option, but as a personal obllgatlon This obllgatlon is elevated above other

- 'moral standards Wthh may be’ abrogated

_A Mujahedeen - holy warriors_ Who fight_.infidels asa relig.tou3' duty

K Takflr the practrce of declaring that an individual, or a group prevuously consrdered
: __Musllms are in fact kaffir(s) (non- -believers in God), an act of accusing others'of
- disbelief, used in the context of branding certain persons or- whole commumtles as

| _ 'unbellevers to: rellglously justlfy thad ‘against them

" Senior lntelltgence Analyst - Arvin Bhatt Senior I,ntelligenoe Analyst - 1l\'_/l_itch' s’;tber, o
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